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ABSTRACT
We designanintegrateddistributedmonitoring,TCP-friendlytraf-
�c conditioning,and�o w controlsystemfor securingnetwork do-
mains.Edgeroutersmonitor(usingtomographytechniques)a net-
work domainto detectqualityof service(QoS)violations–possibly
causedby underprovisioning–aswell asbandwidththeft andde-
nial of service(DoS) attacks.To boundthemonitoringoverhead,
the routeronly veri�es servicelevel agreement(SLA) parameters
suchasdelay, loss,andthroughtputwhenanomaliesaredetected.
The markingcomponentof the routerusesTCP �o w characteris-
tics to protect“fragile” �o ws. Theedgeroutersmayalsoregulate
unresponsive �o ws. Ingressrouterspropagatecongestioninforma-
tion to upstreamdomains.Preliminarysimulationresultsindicate
that this designincreasesapplication-level throughputof dataap-
plicationssuchaslargeFTPtransfers;achieveslow packet delays
andresponsetimesfor TelnetandWWW traf�c; anddetectstraf�c-
intensive attacksandserviceviolations.

Categoriesand SubjectDescriptors
C.2.5[Local andwide-areanetworks]: Internet;D.4.8[Performance]:
Simulation

GeneralTerms
Algorithms,Design,Performance

1. INTRODUCTION
In the last few years,the areasof network monitoringandnet-

work tomography–mappingtheInternetbycomposingseveralend-
to-endmeasurements–have witnesseda �urry of researchactiv-
ity. Thesenew results,however, have not beenintegratedwith the
morematureresearchon traf�c control. Our goal in this paperis
to demonstratethat traf�c conditioningat network domainedges,
togetherwith low-overheadmonitoringandunresponsive �o w con-
trol, mitigatecongestion,unfairness,andmisbehaving userprob-
lemsin Internetdomains.Monitoring of network activity canaid
in detectingdenialof serviceandbandwidththeft attacks,which
have becomean expensive problemin today's Internet. We will
integrateintelligenttraf�c markingwith unresponsive �o w control
andtomography-basednetwork monitoring,with theobjectivesof
securingnetwork domainsfrom attacksandmalicioususers,and
achieving higheruser-perceivablequalityof service.

In theremainderof thissection,wegivesomebackgroundonthe
differentiatedservicesarchitecture–whichweuseasanunderlying
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quality of service(QoS) framework– andsummarizeour design.
Section2 discussesprevious resultsrelatedto the componentsof
ourproposededgerouters.Ournetworkingmonitoringandlossin-
ferencetechniquesfor attackdetectionarediscussedin section3.
Section4 discussesthedesignof adaptive TCP-awaretraf�c con-
ditioners. Section5 explainshow to detectandcontrol unrespon-
sive�o wsduringcongestion.Oursimulationsetupfor performance
evaluationis describedin section6. Section7 discussesour main
results.Weconcludein section8.

1.1 Differentiated Services
Thedifferentiatedservices(diff-serv)architecture[4] is asimple

approachto enhancequalityof service(QoS)for dataandmultime-
diaapplicationsin theInternet.In diff-serv, complexity ispushedto
theboundaryroutersof anetwork domainto keepcorerouterssim-
ple. Theedgeroutersat theboundaryof anadministrative domain
shape,mark,anddroptraf�c if necessary. Theoperationsarebased
on ServiceLevel Agreements(SLAs) betweenadjacentdomains.
Thetraf�c entersadiff-servdomainataningressrouterandleaves
a domainat an egressrouter. An ingressrouteris responsiblefor
ensuringthat the traf�c enteringthedomainconformsto theSLA
with the upstreamdomain. An egressroutermay performtraf�c
conditioningfunctionsontraf�c forwardedto apeeringdomain.In
the coreof the network, PerHop Behaviors (PHBs)achieve ser-
vicedifferentiation.Thecurrentdiff-servspeci�cationde�nestwo
PHB types: ExpeditedForwarding [26] andAssuredForwarding
(AF) [24]. AF providesfour classes(queues)of deliverywith three
levelsof dropprecedence(DP0,DP1,andDP2)perclass.TheDif-
ferentiatedServicesCodePoint(DSCP),containedin theIP header
DSFIELD/ToS �eld, is set to mark the drop precedence.When
congestionoccurs,packets marked with higher precedence(e.g.,
DP2) mustbe dropped�rst. The AF PHBsat coreroutersusean
active queuemanagementalgorithmsuchasRandomEarly Detec-
tion (RED)[20] for IN andOUT of pro�le (RIO) packets[10]. The
RIO algorithmdistinguishesbetweentwo typesof packets,IN and
OUT of pro�le, using two RED instances.To realizethreedrop
precedences,threeRED instancescanbeused.

1.2 EdgeRouters
Edgeroutersperformcritical traf�c conditioningandcontrolfunc-

tions. The edgeroutermay alter the temporalcharacteristicsof a
streamto bring it into compliancewith a traf�c pro�le speci�edby
the network administrator[4]. A traf�c metermeasuresandsorts
packetsinto precedencelevels. Marking, shaping,or droppingde-
cisionsarebaseduponthemeasurementresult.

Marking: Markerscanmarkpacketsdeterministicallyor prob-
abilistically. A probabilisticpacket marker, suchasTime Sliding
Window marker [14], obtainsthecurrent�o w rate,measuredRate,
of auserfrom themeter. Themarker tagseachpacket basedon the
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targetRatefrom the servicelevel agreementand the current�o w
rate. An incomingpacket is markedasIN pro�le (low probability
to drop) if the corresponding�o w hasnot reachedthe target rate,
otherwisethepacket is markedashighdropprecedencewith prob-
ability ����� , where� is givenby equation(1):
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Shaping/Dropping: Shapingreducestraf�c variationandpro-
videsan upperboundfor the rateat which the �o w traf�c is ad-
mitted into thenetwork. A shaperusuallyhasa �nite-size buffer.
Packets may be discardedif thereis not suf�cient spaceto hold
thedelayedpackets.Droppersdropsomeor all of thepacketsin a
traf�c streamin orderto bring thestreaminto compliancewith the
traf�c pro�le. This processis know aspolicing thestream.

1.3 Our BasicDesign
Our proposededgerouter (1) marks TCP traf�c with knowl-

edgeof TCP congestioncontrol functions,(2) controlsunrespon-
sive �o ws andtransferscongestioninformationupstream,and(3)
monitorsthenetwork for possibleattacksandSLA violations.The
threecomponentsaim at increasingapplication-level performance
andnetwork resourceutilization. Monitoringalsoaidsin detecting
andcontrollingdenialof service(DoS)attacksandunder-provisioning
problems.The edgeroutercomponents,andthe �o w of dataand
control amongthem,aredepictedin �gure 1. We describeeach
componentin thenext few paragraphs.
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Figure1: Componentsof an edgerouter

SLA Monitoring . QoS-enablednetworkscanfacedifferentat-
tacks from traditional IP network domains. For example,users
may inject or re-marktraf�c with high QoS requirementswhich
may causeother usersto have low throughput,high delay, and
packet loss. Our SLA monitoringcomponent�ags serviceviola-
tionsandbandwidththeft attacks.To monitorthenetwork without
core router involvement,we usenetwork tomographytechniques
suchasper-segmentlossinferencemechanisms[12] in anedge-to-
edgemanner.

Traf�c Conditioning. The routersutilize knowledgeof TCP
characteristicsto give priority to “critical” packets, and mitigate
TCPbiasto �o ws with shortroundtrip times(RTTs). While edge
routersbetweena stubdomainanda transitdomainarenot gen-
erally overloaded,many edgerouters,suchas InternetExchange
pointsamongpeeringdomains,arehighly loaded. Therefore,the
edgeroutersusepacket headerinformationinsteadof storedstate
whenpossible,andusereplacementpoliciesto controltheamount
of statemaintained.

CongestionControl. Unresponsive �o ws do not reducetheir
transmissionratesin responseto congestion.Congestioncollapse
canbemitigatedusingimprovedpacketschedulingor activequeue
management[5, 32], but suchopenloop techniquesdo not affect
congestioncausedby unresponsive �o wsin upstreamdomains.We
needa mechanismto control the rate at which packets enterthe
domainto therateatwhichpacketsleavethedomain.Congestionis
detectedwhenmany highpriority packetsaredropped[38]. Ingress
routerswhich detector infer suchdrop canregulateunresponsive
�o ws.

We conducta seriesof simulationexperimentsto studythe be-
havior of thisframework. Preliminaryresultsshow thatTCP-aware
edgeroutermarkingimprovesthroughputof dataextensive appli-
cationslikelargeFTPtransfers,andachieveslow packetdelaysand
responsetimesfor TelnetandWWW traf�c. We alsodemonstrate
how attacksandunresponsive �o ws alter network delayand loss
characteristics,andhencecanbedetectedandcontrolled.

2. RELATED WORK
Providing QoSin diff-servnetworkshasbeenextensively stud-

ied in theliterature.Clark andFangintroducedRIO in 1998[10],
anddevelopedtheTimeSlidingWindow (TSW)tagger. They show
thatsourceswith differenttargetratescanachieve their targetsus-
ing RIO evenfor differentRoundTrip Times(RTTs),whereassim-
ple RED routerscannot.AssuredForwardingis studiedby Ibanez
andNicholsin [25]. They usea tokenbucket markerandshow that
targetratesandTCP/UDPinteractionarekey factorsin determining
throughputof �o ws. Seddigh,NandyandPieda[35] alsoshow that
the distribution of excessbandwidthin an over-provisionednet-
work is sensitive to UDP/TCPinteractions.Lin, ZhengandHou
[27] proposeanenhancedTSW pro�ler, but their solutionrequires
stateinformationto bemaintainedat corerouters.We now discuss
resultsrelatedto thethreecomponentsof ouredgerouter.

2.1 Network Tomography and Violation De­
tection

Sincebottleneckbandwidthinferencetechniquessuchaspacket
pairswereproposedin the early 1990s,therehasbeenincreased
interestin inferenceof internalnetwork characteristics(e.g.,per-
segmentdelay, loss,bandwidth,andjitter) usingcorrelationsamong
end-to-endmeasurements.This problemis callednetworktomog-
raphy. Recently, Duf�eld etal [12] haveusedunicastpacket“stripes”
(back-to-backprobepackets)to infer link-level lossby computing
packet losscorrelationfor a stripeat differentdestinations.This
work is an extensionof loss inferencewith multicasttraf�c, e.g.,
[1, 7]. We develop a tomography-based,low overheadmethodto
infer delay, loss,andthroughputanddetectproblemsthatalter the
internalcharacteristicsof a network domain.

Network monitoringtechniqueshave alsobeenrecentlystudied.
In ef�cient reactive monitoring [11], global polling is combined
with local event driven reportingto monitor IP networks. Breit-
bartetal [6] useprobing-basedtechniqueswherepathlatenciesand
bandwidtharemeasuredby transmittingprobesfrom asinglepoint
of control. They �nd the optimal numberof probesusingvertex
cover solutions. Recentwork on SLA validation [8] usesa his-
togramaggregationalgorithmto detectviolations. The algorithm
measuresnetwork characteristicslike lossratioanddelayonahop-
by-hopbasisandusesthemto computeend-to-endmeasurements.
Thesearethenusedin validatingtheend-to-endSLA requirements.
WeuseanExponentialWeightedMovingAverage(EWMA) for de-
lay, andaverageof severalsamplesfor lossasin RON [3], sinceit
is more�e xible andaccurate.
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2.2 Traf�c Conditioning
Fanget al [14] proposedtheTime Sliding Window ThreeColor

Marker(TSW3CM),whichweuseasastandardtraf�c conditioner.
Adaptivepacketmarking[16] usesaPacketMarkingEngine(PME),
which canbea passive observer undernormalconditions,but be-
comesanactivemarkerat thetimeof congestion.YeomandReddy
[39] alsoconvey markinginformationto thesender, so that it can
slow down its sendingratein thecaseof congestion.This requires
modifying thehostTCPimplementation.Ferozet al [18] propose
a TCP-Friendlymarker. Themarker protectssmall-window �o ws
from packet lossby markingtheir traf�c asIN pro�le. We develop
similar techniqueswith reducedoverhead[21, 23]. Nandyetal de-
signRTT-awaretraf�c conditioners[31] whichadjustpacketmark-
ing basedonRTTs,to mitigateTCPRTT bias.Their conditioneris
basedonthesteadystateTCPbehavior asreportedby Matthisetal
in [29]. Their model,however, doesnot considertime-outswhich
we considerin this paper.

2.3 CongestionControl
Floyd et al discusscongestioncollapsefrom undeliveredpack-

etsin [19]. Congestioncollapseoccurswhenupstreambandwidth
is consumedby packets that areeventuallydroppeddownstream.
Seddighet al [36] proposeseparatingTCP (responsive to conges-
tion) andUDP (may be unresponsive) to control congestioncol-
lapsecausedby UDP. Albuquerqueet al [2] proposea mecha-
nism, Network Border Patrol, where border routersmonitor all
�o ws, measureingressand egressrates,and exchangeper-�o w
informationwith all edgeroutersperiodically. The schemeis el-
egant, but its overheadis high. Chow et al [9] proposea simi-
lar framework, whereedgeroutersperiodicallyobtaininformation
from corerouters,andadjustconditionerparametersaccordingly.
Weproposeto only sendloadinformationduringcongestion,since
corenetworks may be lightly loadedmostof the time. In the Di-
rectCongestionControlScheme(DCCS)[38], only dropsof pack-
etswith the lowestdrop priority aretracked. We follow thesame
methodologyto detectcongestionandcontrolunresponsive �o ws.
Aggregate-basedCongestionControl (ACC) detectsandcontrols
high bandwidthaggregate �o ws [28]. We use similar IP pre�x
matchingof destinationaddressesto detectattackstargeting the
samedestination.

3. TOMOGRAPHY ­BASEDVIOLA TION DE­
TECTION COMPONENT

QoS network domainsshoulddetectserviceviolations (exces-
sive delayor lossthat customersexperience)andbandwidththeft
attacks. An attacker can impersonatea legitimate customerby
spoo�ng its identity. Network �ltering [17] can detectspoo�ng
if the attacker andthe impersonatedcustomerarein differentdo-
mains,but theattacksmayproceedunnoticedotherwise.QoSdo-
mainssupportlow priority classes,suchasbesteffort, which are
not controlledby edgerouters. The serviceprovider shoulden-
surethathigh priority customersaregettingtheir agreed-uponser-
vice, so that the network can be re-con�guredor re-provisioned
if needed,and attackers which bypassor fool edgecontrolsare
prevented. In caseof distributedDoS attacks,�o ws from various
ingresspointsareaggregatedasthey approachtheir victim. Moni-
toringcancontrolsuchhighbandwidthaggregatesattheedges,and
propagateattackinformationto upstreamdomains[22]. As with
any detectionmechanism,theattackerscanattackthemechanism
itself, but thecostto attackour distributedmonitoringmechanism
is higherthanthecostto inject or spooftraf�c, or bypassa single
edgerouter.

We measureSLA parameterssuch as delay, packet loss, and
throughputto ensurethatusersareobtainingtheiragreeduponser-
vice. Delay is de�ned asthe edge-to-edgelatency; packet lossis
the ratio of total �o w packetsdroppedin the domain1 to the total
packetsof thesame�o w whichenteredthedomain;andthroughput
is thetotalbandwidthconsumedby a�o w insideadomain.If anet-
work domainis properlyprovisionedandno useris misbehaving,
the �o ws traversingthe domainshouldnot experienceexcessive
delayor loss.Althoughjitter (delayvariation)is anotherimportant
SLA parameter, it is �o w-speci�c andtherefore,notsuitableto use
in network monitoring. In this section,we describeedge-to-edge
measurementand inferenceof delay, loss and throughput,and a
violationdetectionmechanism.

3.1 DelayMeasurements
Delayboundguaranteesmadeby aprovidernetwork to customer

�o ws are for the delaysexperiencedby the �o ws while travers-
ing betweenthe ingressandegressedgesof theprovider domain.
For eachpacket traversinganingressrouter, theingresscopiesthe
packet IP headerinto a new packet with a certainpre-con�gured
probability ���������	� . The ingressencodesthe currenttime into the
payloadand marks the protocol identi�er �eld of the IP header
with a new value. The egressrouterrecognizessuchpacketsand
removes them from the network. Additionally, the egressrouter
computesthepacketdelayfor �o w




by subtractingtheingresstime
form theegresstime. (We assumeNTP is usedto synchronizethe
clocks.)Theegressthensendsthepacket detailsandthemeasured
delay to an entity we call the SLA monitor. At the monitor, the
packetsareclassi�ed asbelongingto customer� andthe average
packet delayof the customertraf�c is updatedusingan exponen-
tial weightedmoving average(EWMA) (we usea currentsample
weight 0.2). If this averagepacket delayexceedsthe delayguar-
anteein theSLA, we concludethat this maybean indicationof a
SLA violation.

3.2 LossInference
Packetlossguaranteesmadeby aprovidernetwork to acustomer

arefor the packet lossesexperiencedby its conformingtraf�c in-
sidetheproviderdomain.Measuringlossby observingpacketdrop
at all coreroutersandcommunicatingthemto theSLA monitorat
theedgeimposessigni�cant overhead.We usepacket stripes[12]
to infer link-level losscharacteristicsinsidethedomain.A seriesof
probepacketswith nodelaybetweenthetransmissionof successive
packets,or whatis known asa “stripe,” is periodicallytransmitted.
For a two-leaftreespannedby nodes� , 
 , ��� , ��� , stripesaresent
from theroot � to theleavesto estimatethecharacteristicsof three
links (�gure 2). For example,the �rst two packetsof a 3-packet
stripearesentto �

� andthe last one to �
� . If a packet reaches

a receiver, we candeducethat the packet hasreachedthe branch
point 
 . By monitoring the packet arrivals at ��� , ��� and both,
we canwrite equationswith threeknown quantitiesandestimate
the threeunknown quantities(loss ratesof links � ��
 , 
 �

���

and 
 �

�
� ) by applyingconditionalprobabilityde�nitions, asdis-

cussedin [12]. We combineestimatesof several stripesto limit
theeffect of non-perfectcorrelationamongthepacketsin a stripe.
This inferencetechniqueextendsto treeswith morethan2 leaves
andmorethan2 levels[12].

We extend this end-to-endunicastprobing schemeto routers
with multipleactivequeuemanagementinstances,e.g.,3-colorRED
[20], anddevelopheuristicsfor theprobingfrequency andthepar-

�

a �o w canbea micro �o w de�ned by (sourceanddestinationad-
dressesandports,andprotocolidenti�er) or anaggregateof several
micro �o ws.
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where��� is numberof samplestakenfrom



-coloredpackets.How-
ever, whenlossof greentraf�c is zero,we take theaverageof yel-
low andred losses. When the lossof yellow traf�c is alsozero,
we reportonly lossof redprobes.We reducetheoverheadof loss
inferenceby probingthedomainlinks with high delayonly, asde-
terminedby the delaymeasurementprocedure.We alsomeasure
throughputby probingegressroutersonly whendelayandlossare
excessive. This helpspinpoint theuseror aggregatewhich is con-
sumingexcessive bandwidth,and causingother �o ws to receive
lower quality thantheirSLAs.

3.3 Violation and Attack Detection
Whendelay, loss,andbandwidthconsumptionexceedthe pre-

de�ned thresholds,the monitor concludestheremay be an SLA
violation or attack. Excessive delay is an indicationof abnormal
conditionsinside the network domain. If thereare lossesfor the
premiumtraf�c class,or if the loss ratios of assuredforwarding
traf�c classesexceedcertain levels, a possibleSLA violation is
�agged. Theviolationcanbecausedby aggressiveor unresponsive
�o ws, denial of serviceattacks,�ash crowds, or network under-
provisioning. To detectdistributed DoS attacks,the set of links
with high lossareidenti�ed. If high bandwidthaggregatestravers-
ing thesehigh losslinks have thesamedestinationIP pre�x, there
is eithera DoSattackor a �ash crowd, asdiscussedin [28]. If this
is determinedto be an attack,the appropriateingressroutersare
noti�ed andthe offendingusertraf�c is throttled,asdiscussedin
section5.

4. TRAFFIC MARKING COMPONENT
We incorporateseveral techniquesin theconditionerto improve

performanceof applicationsrunningon top of TCP. The �rst few
packets of a TCP �o w shouldnot be droppedto allow the TCP
congestionwindow to grow. At theedgerouter, we give low drop
priority to SYN packets as indicatedin the TCP header. Since
TCP grows the congestionwindow exponentiallyuntil it reaches
theslow startthreshold,ssthresh, andthecongestionwindow is re-
ducedto 1 or half of thessthreshfor time-outsor packet loss,we
mayalsoprotectsmallwindow �o ws from packet lossesby mark-
ing themwith DP0,asproposedin [18]. Edgeroutersusesequence
numberinformationin packet headersin both directionsto deter-

mine this. ECN-CapableTCP may reduceits congestionwindow
dueto a time-out,triple duplicateACKs,or in responseto explicit
congestionnoti�cation (ECN)[34]. In thiscase,TCPsetstheCWR
�ag in theTCPheaderof the�rst datapacketsentafterthewindow
reduction.Therefore,we give low droppriority for a packet if the
CWRor ECNbit is set.Thisavoidsconsecutivessthreshreductions
that leadto poorperformancewith TCPReno[13]. We alsomark
packetsinverselyproportionallyto thesquareof the�o w requested
ratesif proportionalsharingof excessbandwidthis required[31].
The marker avoids marking high drop priority in burststo work
well with TCPReno,asproposedin [18].

We alsousean RTT-awaretraf�c conditionerto avoid theTCP
shortRTT bias,if RTT andRTO informationis available.Equation
(3) shows that, in a simpleTCP model that considersonly dupli-
cateACKs [29], bandwidthis inverselyproportionalto RTT where

���	�

is themaximumsegmentsizeand� is thepacket lossprob-
ability:
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An RTT-awaremarkingalgorithmbasedon this model(proposed
in [31]) works well for a small numberof �o ws becauseequation
(3) accuratelyrepresentsthe fastretransmitandrecovery behavior
when � is small. We have observed that for a large numberof
�o ws, shortRTT �o ws time out becauseonly long RTT �o ws are
protectedby the conditionerafter satisfyingthe target rates. To
mitigatethis unfairness,we usethe throughputapproximationby
Padhyeet al [33]:
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where8 is thenumberof packetsacknowledgedbyareceivedACK,
and "#) is thetime-outlength.DesigninganRTT-awaretraf�c con-
ditioner using equation(4) is more accuratethan using equation
(3) becauseit considerstime-outs. Simplifying this equation,we
computethepacket dropratio betweentwo �o ws, 9 as:
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where �#"�"�� and "*)>� arethe RTT andtime-outof �o w



respec-
tively [21]. Themarker usesbothequation(5) andequation(1).

Eachof the techniquesdiscussedin this sectionhasadvantages
and limitations. ProtectingSYN, ECN, and CWR packets, and
markingaccordingto the target ratedo not needto storeper �o w
informationandaresimpleto implement.On theotherhand,pro-
tectingsmallwindow �o wsandmarkingaccordingto theRTT and
RTO valuesrequiresmaintainingandprocessingper�o w informa-
tion. To boundstateoverheadat theedgerouters,westoreper�o w
informationat the edgeonly for a certainnumberof �o ws based
on availablememory. The edgerouterusesa leastrecentlyused
(LRU) statereplacementpolicy whenthenumberof �o ws exceeds
the maximumnumberthat canbe maintained.Therefore,for ev-
ery �o w, conditioningis basedon stateinformationif it is present.
If thereis no statepresent,conditioningonly usestechniquesthat
rely on headerinformation. Theconditionerpseudo-codeis given
in �gure 3.

5. UNRESPONSIVEFLOW CONTROL COM­
PONENT

This sectiondescribesthedetectionandcontrolof unresponsive
�o ws. SLA monitors(or corerouters)inform edgeroutersof con-
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for For eachincoming�o w do
if thereis a completestateentryfor this �o w then

statePresent= TRUE
Updatethestatetable

else
statePresent= FALSE
Add the�o w in thestatetable(replaceif needed)

end if
if statePresentis TRUE then

Use StandardTC with SYN, ECN, CWR, small window,
burst,RTT-RTO

else
UseStandardTC with SYN, ECN,andCWR

end if
end for

Figure3: Algorithm for Adaptive Traf�c Conditioner

gestioninsidea domain. A shapingalgorithmcontrolsunrespon-
sive�o wsatthetimeof congestion.In addition,ingressroutersof a
domainmaypropagatecongestioninformationto theegressrouter
of theupstreamdomain.

5.1 Optional CoreRouter Detection
In section3, we have shown how tomography-basedlossinfer-

encetechniquescanbeappliedto detectper-segmentlossesusing
edge-to-edgeprobes.An alternative strategy is to track excessive
drop of high priority (i.e., greenor DP0) packetsat corerouters,
as proposedin [38]. We adaptthis techniqueto detectconges-
tion only for unresponsive �o ws usingprotocol informationfrom
the transportlayer. The core router tracksthe tuple

�

sourcead-
dress,destinationaddress,sourceport, destinationport, protocol
identi�er, timestamp,8

��� �


 8�� � for dropped ��� � packets. The
outgoinglink bandwidthat the core, 8

��� �


=8�� , helpsregulatethe
�o w: edgeroutersshapemoreaggressively if the corehasa thin
outgoinglink. Thecoresendsthis drop informationto the ingress
routersonlywhenthetotaldropexceedsa local threshold(thusthe
�o w seemsnon-adaptive).

5.2 Metering and Shaping
At the egressrouters,we distinguishtwo typesof drops: drop

dueto meteringandshapingatdownstreamrouterssdrop, anddrop
dueto congestionat core/edgerouters,cdrop. Egress/corerouters
communicatethis drop informationto ingressroutersandthe up-
streamegressrouter. For a particular�o w, assumethebottleneck
bandwidthis 8

��� �


=8�� (asgivenabove); thebandwidthof theout-
going link of the �o w at the ingressrouter is �
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weightedaverageratefor this �o w is �
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� � )
usingequations(6) and(7) where������� � is thecongestioncon-
trol aggressivenessparameter:
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A highervalueof � speedsupconvergence,but applicationQoS
maydeteriorate.A lower valuemakestraf�c smoother, but it takes

longerto readjusttherate.The“max” termin theequationcanbe
ignoredif thebottleneckbandwidthinformationcannotbeobtained
(toolslike pathcharor Nettimercannotbeused),or corerouterde-
tection(section5.1) is unavailable. In equation(7), the weighted
averageof thearrival rateis computedusingtheTimeSlidingWin-
dow [10] algorithm.

For sdrop, thepro�le is adjustedasfollows:
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The � �

� �

� )
�




� � is initialized to ��
�����������
"��� . In the absence
of drops,the router increasesthe adjustedpro�le periodically at
a certainrate




�

�

�����	��� � . The rate



�

�

�����	��� � is initialized to
a constantnumberof packets eachtime the router receives drop
information,andis doubledwhenthereis no drop,until it reaches
a threshold � ���

�

� , andthenit is increasedlinearly. Thus,the rate
adjustmentalgorithmfollowsTCPcongestioncontrol.At theedge,
shapingisbasedonthecurrentaveragerateandtheadjustedpro�le.
For eachincoming�o w, if thecurrentaveragerateis greaterthan
theadjustedpro�le, somemisbehaving �o w packetsaredropped.

6. SIMULA TION SETUP
We usesimulationsto studytheeffectivenessof our edgerouter

design.Thens-2simulator[30] with thedifferentiatedservicesim-
plementationof NortelNetworks[37] isused.Weusethefollowing
REDparameters

�

�




����� , ��

� �!� , �#"
��$

� : for DP0
�

40,55,0.02� ;
for DP1

�

25, 40, 0.05� ; andfor DP2
�

10, 25, 0.1� (assuggested
by [31]). �&% is 0.002for all REDs.TCPNew Renois usedwith a
packet sizeof 1024bytesanda maximumwindow of 64 packets.
Wevary thenumberof micro-�ows(whereamicro-�ow represents
a singleTCP/UDPconnection)peraggregatefrom 10 to 200. We
computethefollowing performancemetrics:

Thr oughput. This denotesthe averagebytesreceived by the re-
ceiver applicationover simulationtime. A higher through-
put usually meansbetter servicefor the application(e.g.,
shortercompletiontimefor anFTP�o w). For theISP, higher
throughputimpliesthatlinks arewell-utilized.

Packet Drop Ratio. This is the ratio of total packets droppedto
thetotal packetssent.A usercanspecifyfor certainapplica-
tionsthatpacket dropshouldnotexceeda certainthreshold.

Packet Delay. FordelaysensitiveapplicationlikeTelnet,thepacket
delayis ausermetric.

ResponseTime. This is the time betweensendinga requestto a
Webserver andreceiving theresponsebackfrom theserver.

7. SIMULA TION RESULTS
Theobjectiveof thispreliminarysetof experimentsis to evaluate

theeffectivenessof thethreecomponentsof ouredgerouter. In the
next few sections,we study the performanceof eachcomponent
undervariousconditions.

7.1 DetectingAttacks and SLA Violations
In this section,we investigatetheaccuracy andeffectivenessof

thedelay, loss,andthroughputapproximationmethodsfor detect-
ing violations discussedin section3. We usea similar network
topologyto that usedin [12] asdepictedin �gure 4. We connect
multiple hoststo all edgesto createseveral �o ws alongall links in
the topology. Many �o ws arecreatedfrom hostsattachedto ' � ,

'�6 , and ' 0 , anddestinedto hostsconnectedto edgerouter ')(

5



so that the link ��� � ')( is highly utilized. We �rst measurede-
lay whenthenetwork is correctlyprovisionedor over-provisioned
(andthusexperienceslittle delayandloss).Thedelayof ' � � ')(

is 100ms; ' �!��'�� delayis 100ms; and '�� � '�� delayis 160
ms.Attacksaresimulatedonrouter ')( throughlinks �%0 ����� and

��� � ')( . With theattacktraf�c, theaveragedelayof the ' � � ')(

link increasesfrom 100msto approximately180ms. Sinceall the
corerouter to corerouter links have a highercapacitythanother
links, ��� � ')( becomesthemostcongestedlink. Figure5 shows
thatwhenthereis noattack,theend-to-enddelayis closeto thelink
transmissiondelay. As seenfrom thesimulations,excesstraf�c in-
troducedby theattacker increasestheedge-to-edgedelayinsidethe
network domain. The frequency of delayprobingis a critical pa-
rameterthataffectstheaccuracy of theestimation.Sendingfewer
probesreducesoverheadbut usingonly a few probescanproduce
inaccurateestimation,especiallywhensomeof theprobesarelost
in thepresenceof excesstraf�c dueto anattack.

C2
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E5

C3

E3
E4

E6

E7
C5

E2

Core Router

Edge Router

20 Mbps, 30 ms 

10 Mbps, 20 ms

Figure 4: Topologyusedto infer lossand detect service viola-
tions. All edgeroutersare connectedto multiple hosts.
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delay fr om E1 to E6

Wedemonstratedetectionof suchabnormalconditionsusingde-
lay measurementsin threescenarioslabeled“No attack”, “Attack
1”, and “Attack 2” in �gure 6. “No attack” indicatesno signi�-
canttraf�c in excessof capacity. This is thenormalcaseof proper
network provisioning andtraf�c conditioningat the edgerouters.
Attacks1 and2 inject moretraf�c into the network domainfrom
differentingresspoints.Theintensityof theattackis increaseddur-
ing time t=15 secondsto t=45 seconds.Lossis inferredwhenhigh
delayis experiencedinsidethe network domain. To infer lossin-
sidea QoSnetwork, green,yellow, andred probesareused. We
useequation(2) to computeoverall traf�c lossperclassin a QoS
network. The lossmeasurementresultsare depictedin �gure 7.

The loss �uctuates with time, but the attackcausespacket drops
of 15% to 25% in the caseof Attack 1 andmorethan35% with
Attack 2. We �nd that it takesapproximately10 secondsfor the
inferredlossto converge to the samevalueasthe real lossin the
network. Approximately20 stripespersecondarerequiredto in-
fer a lossratio closeto the actualvalue. For moredetailson the
probingfrequenciesandconvergenceof theestimations,see[22].
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Delayandlossestimation,togetherwith theappropriatethresh-
olds,canthusindicatethepresenceof abnormalconditions,suchas
distributedDoSattacksand�ash crowds. WhentheSLA monitor
detectssuchananomaly, it polls theedgedevicesfor throughputs
of �o ws. Using theseoutgoingratesat egressrouters,the mon-
itor computesthe total bandwidthconsumptionby any particular
user. Thisbandwidthis comparedto theSLA bandwidth.By iden-
tifying thecongestedlinks andtheegressroutersconnectedto the
congestedlinks, thedownstreamdomainwhereanattackor crowd
is headedis identi�ed. Using IP pre�x matching,we determine
whethermany of these�o wsareaggregatedtowardsa speci�c net-
work or host. If thedestinationcon�rms this is an attack,we can
controlthese�o ws at theingressrouters.

7.2 AdaptiveConditioning
As discussedin section4, TCP-awaremarkingcanimprove ap-

plicationQoS.We �rst performseveralexperimentsto studyeach
markingtechniqueseparatelyandstudyall combinations.We �nd
that protectingSYN packets is useful for short-lived connections
andveryhighdegreesof multiplexing. Protectingconnectionswith
small window sizes(SW) contributesthe mostto total bandwidth
gain, followed by protectingCWR packets andSYN. SW favors
shortRTT connections,but it reducespacket drop ratio andtime-
outsfor longRTT connectionsaswell, comparedto astandardtraf-
�c conditioner. Not marking in burstsis effective for shortRTT
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Figure8: Simulation topologies.All links are 10Mbps. Capacity of the bottleneck links are altered in someexperiments.

connections.If SWis notused,Burst+CWRachieveshigherband-
width than any other combination. The RTT-RTO basedcondi-
tioner mitigatesthe RTT-bias amongshort and long RTT �o ws.
This is becausewhenthe congestionwindow is small, thereis a
higherprobabilityof time-outsin thecaseof packetdrops.Protect-
ing packets(via DP0marking)whenthewindow is small reduces
time-outs,especiallyback-to-backtime-outs.A micro �o w alsore-
coversfrom time-outswhenRTO aswell asRTT is usedto mark
packets. All thesemarkingprinciplesareintegratedtogetherwith
anadaptive statereplacementpolicy, asgivenin �gure 3. We now
evaluatethe performanceof this adaptive traf�c conditionerwith
FTP and CBR traf�c, Telnet and WWW applications. The net-
work hostsandroutersareECN-enabledfor all experimentsin this
section,sincewe usetheECNandCWR packet protectionmecha-
nism.Additional resultscanbefoundin [23].

Figure9(a)comparesthebandwidthwith thestandardandwith
the adaptive (�gure 3) conditionerfor the simpletopologyshown
in �gure 8 (a). The total throughputis measuredover thesimula-
tion time at the receiving end. “Max” is thebandwidthwhenthe
standardconditioneris combinedwith all markingtechniquesand
storesper-�o w informationfor all �o ws. Theadaptive conditioner
outperformsthestandardonefor all aggregate�o ws. Theadaptive
conditioneris morefair in the sensethat shortRTT �o ws do not
stealbandwidthfrom longRTT �o wsandtotalachievedbandwidth
is closeto 10Mbps(bottlenecklink speed).

Figure8(b) depictsa morecomplex simulationtopologywhere
threedomainsareinterconnected(all links are10 Mbps). Thelink
delaybetweenhostandtheedgeis variedfrom � to � � msfor dif-
ferent hostsconnectedto a domainto simulateusersat variable
distancesfrom sameedgerouters. Aggregate �o ws are created
betweennodes�

� - ��� , �

6 - ��� , �

0 - �

� , �

� - �

( , and �

� - ��� . Thus,
�o ws areof differentRTTsandexperiencebottlenecksat different
links. Not all �o ws start/stoptransmissionat thesametime–�o ws
lastfrom lessthana secondto a few seconds.� 6 - ' � , ' � - ��� and

��� - '�� arethe mostcongestedlinks. Figure9(b) shows the total
bandwidthgainfor this topologywith differentconditioners.From
the �gure, the adaptive conditionerperformsbetterthanthe stan-
dardone,andachievesperformancecloseto themaximumcapac-
ity. In addition,theadaptiveconditionerimprovesfairnessbetween
shortandlongRTT �o ws,without requiringlargestatetables.

When eachaggregate �o w contains200 micro �o ws, the soft
statetable for the adaptive conditionercovers only a small per-
centage(4.16%)of the �o ws passingthroughit. We usea table

Micro Standard Adaptive Max Adaptive (% ¯ows
¯ows Bandwidth Bandwidth Bandwidth coveredat E4)

10 12.65 12.87 12.87 41.16
50 12.18 13.84 14.20 16.66
100 11.67 13.48 14.89 8.33
200 11.77 13.61 14.91 4.16

Table 1: Bandwidth shown is in Mbps. State table size = 50
micro-�o ws.

Conditioner Avg responsetime Std Avg responsetime Std
(sec),®rst pkt dev (sec),all pkts dev

Standard 0.48 0.17 2.23 0.78
Adaptive 0.45 0.14 2.15 0.75

Table 2: Responsetime for WWW traf�c. Number of concur-
rent sessions= 50

for the 50 mostrecentmicro-�ows. Table1 shows that the band-
width achieved with the adaptive conditioneralwaysoutperforms
standardconditioner. Notethatwhencritical TCPpacketsarepro-
tected,they arechargedfrom the userpro�le to ensurethat UDP
traf�c is notadverselyaffected.

Wealsostudyperformancewith Telnet(delay-sensitive)andWWW
(responsetime sensitive) applications.For theTelnetexperiments,
the performancemetric usedis the averagepacket delaytime for
eachTelnet packet. We usethe topology is Figure8(b), but ca-
pacityof the � � - ' � and ' � - '�� links is changedto 0.5Mbpsand
all other link capacitiesare1 Mbps to introducecongestion.We
simulate100 Telnetsessionsamonghosts �

� - ��� , �

6 - ��� , �

0 - �

� ,
�

� - �

( , and �

� - ��� . A sessiontransfersbetween10 and35 TCP
packets.Resultsshow thattheadaptive conditionerreducespacket
delayover thestandardconditionerfor shortRTT �o ws.

Sinceweb traf�c constitutesmost (60%-80%)of the Internet
traf�c, westudyourtraf�c conditionerwith theWWW traf�c model
in ns-2 [30]. Detailsof the modelaregiven in [15]. The model
usesHTTP 1.0 with TCP Reno. The serversareattachedto �

( ,
��� and ��� in �gure 8 (b), and �

� , �

6 and �

� areusedasclients.
A client can senda requestto any server. Eachclient generates
a requestfor 5 pageswith a variablenumberof objects(e.g., im-
ages)perpage.Thedefaultns-2probabilitydistributionparameters
areusedto generateinter-sessiontime, inter-pagetime,objectsper
page,inter-objecttime,andobjectsize(in kB). Thenetwork setup
is sameaswith Telnettraf�c. Table2 shows theaverageresponse
timeperWWW requestreceivedby theclient. Two responsetimes
areshown in thetable;oneis to getthe�rst packetandanotheris to
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Figure 9: Achieved bandwidth with the standard conditioner and adaptive conditioner. “Max” is the bandwidth when the standard
conditioner is combinedwith all marking techniquesand storesper-�o w information for all �o ws.

getall data.Thetableshows thatour adaptive conditionerreduces
responsetime over the standardtraf�c conditioner. The adaptive
conditionerdoesnot changethe responsetime signi�cantly if the
network is not congested.

7.3 CongestionControl
We conductexperimentsto demonstratethe role of theconges-

tion controlmechanismin preventingcongestioncollapse.Figure
8(a) depictsthe simple topology usedto demonstratecongestion
collapsedueto unresponsive �o ws. An aggregateTCP �o w with
10micro-�ows from host �

� to �

0 andaUDPaggregate�o w with
10 micro-�ows from host �

6 - �

� arecreated.Both �o ws have the
sametarget rate ( � Mbps). Figure10 shows how TCP andUDP
�o ws behave with respectto changingthe bottleneckbandwidth
( 8

��� �


=8�� ) from � � � Mbps. The � -axisdenotesthe 8

��� �


 8�� and
� -axis givesthe throughputachieved by both �o ws. Figure10(a)
shows that theTCP �o w getsits shareof � Mbpsall the time be-
causeit doesnot go throughthe congestedlink. When the bot-
tleneckbandwidthis � Mbps, � Mbps arewastedby UDP �o ws
in the absenceof the �o w control. Figure10(b) shows that, with
�o w control,theTCP�o w getsanextra � Mbpswhen 8

��� �


 8�� is
� Mbps.The�o w controlmechanismpreventscongestioncollapse
dueto undeliveredpackets.

Wealsoexperimentwith varyingtherateratio, �

�
�

�

���>�

�

�

���

�

�

�

�

���

�

�


 �

for UDPtraf�c. A �

� of 0.5meansthatthe�o w is sendingat � ���

of its pro�le anda �

� of 4 meansthe�o w is sendingat four times
its pro�le. WhentheUDPsendingrateis zero,TCPcanusetheen-
tire ��� Mbps,andthereis no shaping(shapingdrop is zero)at the
edge. Whenthe UDP sendingratecausesdropsat the bottleneck
link (e.g.,when 8

��� �


 8�� = � Mbps),congestioncollapseoccursin
theabsenceof �o w control. With �o w control,evenwhen �

� is 4
(thepro�le is � MbpsandUDP is sendingat 6 � Mbps),thereis no
congestioncollapse.

A morecomplex topologywith multiple domains(�gure 8(b))
andwith crosstraf�c is alsousedto studythe �o w control frame-
work. An aggregateof TCP�o ws � � between�

���

��� is created,
in additionto severalUDP �o ws suchas � 6 , �

�

� , �

�

6 , and �

�

0

between�

6!�

��� , �

0 �

�

� , �

�!�

�

( , and �

� �

�

��� respectively.
These�

� � areusedascrosstraf�c. Thestartandthe �nish times
of the �

� s�o wsaresetdifferentlyto changetheoverall traf�c load
over thepathfor the �o ws � � and � 6 . Thereare10 micro �o ws
per aggregatein this setup. Flows � � and � 6 have samepro�le
with targetrate � Mbps,andcrosstraf�c sendingrateis 6 Mbps.

Figure11 illustratesthebandwidthof theseaggregate�o wswith

andwithout �o w control.Thecrosstraf�c achievesthesametarget
in both schemes,becausethe �o ws do not sendmore than their
pro�les and they do not encounterany bottleneck. If thereis no
�o w control, � � (TCP) cannotachieve its target � Mbps. With
�o w control, � � obtainsmore than the target. This is because,
aftercontrollingUDP, TCPusestheremainingbandwidth.

8. CONCLUSIONS
We have investigatedtomography-basededge-to-edgeprobing

methodsto detectservicelevel agreementviolations in QoSnet-
works,togetherwith TCP-awareconditioningand�o w control for
unresponsive �o ws. SLA violation detectionis usefulfor network
re-dimensioning,aswell asfor detectingdistributeddenialof ser-
viceattacks.Wedesignmethodsthatuseedge-to-edgepacketstripes
to infer lossfor differentdropprecedencesin aQoSnetwork,based
on observed delays. Aggregatethroughputsarethenmeasuredto
detectdistributeddenialof serviceattacksor �ash crowds.

Marking, shaping,andpolicing arealsoadaptedto respondto
detectionresultsandadaptto �o w characteristics.Wegive priority
to critical TCPpacketsandmarkaccordingto �o w characteristics.
We usean adaptive conditionerthat overwritesprevious statein-
formationbasedona leastrecentlyusedstrategy. Marking is based
on informationin packet headersif stateinformationfor a �o w is
unavailable. The adaptive conditioneris shown to improve FTP
throughput,reducepacket delayfor Telnet,andresponsetime for
WWW traf�c. The conditioneralsomitigatesTCP RTT biasif it
candeducethe �o w RTT andRTO. Finally, we have designeda
simplemethodto regulateunresponsive �o ws to prevent conges-
tion collapsedueto undeliveredpackets.

Mostof ourideascanbeappliedto any architecturethatsupports
servicedifferentiation,or directly with active queuemanagement
techniquesat network routers.For example,theRED algorithmat
network routerscanitself protectcritical TCPpackets,e.g.,CWR
marked packets,from drop without requiringany additionalstate.
The adaptive conditionerconceptcan also be employed to keep
somewindow sizeinformationandusethatin REDdroppingdeci-
sions. We arecurrentlyimplementingtheedgerouter, andsetting
up a simpletestbedto validatethesimulationresultsof our frame-
work.
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Appendix
Percentagesusedin multi-priority lossinference:
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Figure12: RED Parametersfor Thr eeDrop Precedences

Figure12 depictsthedropprobabilitiesin RED with threedrop
precedences.The red traf�c hashigherdrop priority thanyellow
andgreentraf�c. Theredtraf�c is droppedwith aprobability � � ���
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Theequationsaresimilarfor yellow andredtraf�c. Let
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thepercentageof packetdropsdueto activequeuemanagementfor
redpackets,andlet

��


�

��
�
 �1� and
��


�

� � ��� bede�ned similarly for
yellow andgreenrespectively. Thesepercentagescanbecomputed
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where
�

is thebuffer (queue)sizeat therouter. Thepercentageof
class
 traf�c acceptedby anactive queuecanbeexpressedas:
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