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ABSTRACT

We designanintegrateddistributedmonitoring, TCP-friendlytraf-
¢ conditioning,and o w controlsystemfor securingnetwork do-
mains.Edgeroutersmonitor (usingtomographytechniquesp net-
work domainto detectquality of service(QoS)violations—possibly
causedby underpreisioning—aswell asbandwidththeft andde-
nial of service(DoS) attacks.To boundthe monitoringoverhead,
the routeronly veri es servicelevel agreemen{SLA) parameters
suchasdelay loss,andthroughtputwhenanomaliesare detected.
The marking componenbf the routerusesTCP o w characteris-
tics to protect“fragile” o ws. The edgeroutersmay alsoregulate
unresponsie o ws. Ingressrouterspropagateongestiorinforma-
tion to upstreandomains. Preliminarysimulationresultsindicate
thatthis designincreasespplication-leel throughputof dataap-
plicationssuchaslarge FTP transfers;achieveslow paclet delays
andresponsgimesfor TelnetandWWW traf c; anddetectdraf c-
intensie attacksandserviceviolations.

Categoriesand Subject Descriptors

C.2.5[Local andwide-areanetworks]: Internet;D.4.8[Performancd:

Simulation

General Terms
Algorithms, Design,Performance

1. INTRODUCTION

In the lastfew years,the areasof network monitoringandnet-
work tomography-mappinghelnternetby composingeveralend-
to-endmeasurementshave withesseda urry of researchactiv-
ity. Thesenew results,hovever, have not beenintegratedwith the
more matureresearcton traf ¢ control. Our goalin this paperis
to demonstratehattrafc conditioningat network domainedges,
togethemith low-overheadnonitoringandunresponsie o w con-
trol, mitigate congestionunfairness,and misbehaing userprob-
lemsin Internetdomains. Monitoring of network activity canaid
in detectingdenial of serviceand bandwidththeft attacks,which
have becomean expensve problemin todays Internet. We will
integrateintelligenttraf c markingwith unresponsie o w control
andtomography-basedetwork monitoring,with the objectvesof
securingnetwork domainsfrom attacksand malicioususers,and
achieving higheruserpercevablequality of service.

In theremaindenf this sectionwe give somebackgroundnthe
differentiatedservicesarchitecture-whichwe useasanunderlying

Thisresearclis supportedn partby theNationalScience~ounda-
tion CCR-00171ndCCR-001788CERIAS,anIBM SURgrant,
thePurdueResearclroundationandthe SchlumbegerFoundation
technicalmeritaward.

quality of service(QoS)framewvork— and summarizeour design.
Section2 discusseprevious resultsrelatedto the componentof
our proposecdedgerouters.Our networking monitoringandlossin-
ferencetechniquedor attackdetectionare discussedn section3.
Section4 discusseshe designof adaptve TCP-avaretrafc con-
ditioners. Section5 explainshow to detectand control unrespon-
sive 0 wsduringcongestionOursimulationsetupfor performance
evaluationis describedn section6. Section7 discusse®ur main
results.We concludein section8.

1.1 Differentiated Sewices

Thedifferentiatedserviceqdiff-serv)architecturd4] is asimple
approacho enhanceuality of service(QoS)for dataandmultime-
diaapplicationsn thelnternet.In diff-sery compleity is pushedo
theboundaryroutersof anetwork domainto keepcorerouterssim-
ple. The edgeroutersat the boundaryof anadministratve domain
shapemark,anddroptraf c if necessaryTheoperationsarebased
on ServicelLevel Agreement{SLAs) betweenadjacentdomains.
Thetrafc entersadiff-servdomainataningressrouterandleaves
adomainat an egressrouter An ingressrouteris responsibldor
ensuringthatthetraf c enteringthe domainconformsto the SLA
with the upstreamdomain. An egressrouter may performtrafc
conditioningfunctionsontrafc forwardedto apeeringdomain.In
the core of the network, PerHop Behaiors (PHBs) achieve ser
vice differentiation.The currentdiff-servspeci cationde nestwo
PHB types: ExpeditedForwarding [26] and AssuredForwarding
(AF) [24]. AF providesfour classegqueuespf delivery with three
levelsof dropprecedencéDP0,DP1,andDP2)perclass.TheDif-
ferentiatedServiceCodePoint(DSCP),containedn thelP header
DSFIELD/ToS eld, is setto mark the drop precedence.When
congestionoccurs, paclets marked with higher precedencée.g.,
DP2) mustbe droppedrst. The AF PHBsat coreroutersusean
active gueuemanagemenrdlgorithmsuchasRandomEarly Detec-
tion (RED)[20] for IN andOUT of pro le (RIO) paclets[10]. The
RIO algorithmdistinguishedbetweertwo typesof paclets,IN and
OUT of pro le, usingtwo RED instances.To realizethreedrop
precedenceshreeRED instanceganbe used.

1.2 EdgeRouters

Edgeroutersperformcritical traf ¢ conditioningandcontrolfunc-
tions. The edgeroutermay alter the temporalcharacteristicef a
streamto bringit into compliancewith atrafc pro le speci edby
the network administratof4]. A trafc metermeasuresndsorts
pacletsinto precedencéevels. Marking, shaping.or droppingde-
cisionsarebaseduponthe measuremenesult.

Marking: Markerscanmark pacletsdeterministicallyor prob-
abilistically. A probabilisticpaclet marker, suchas Time Sliding
Window marker [14], obtainsthe current o w rate,measuedRate
of auserfrom themeter Themarker tagseachpaclet basednthe



targetRatefrom the servicelevel agreemenaindthe current o w
rate. An incomingpaclet is marked asIN pro le (low probability
to drop)if the correspondingo w hasnot reachedhe target rate,
otherwisethe pacletis marked ashigh dropprecedencwith prob-
ability , Where is givenby equation(1):

1)

Shaping/Dropping: Shapingreducegrafc variationandpro-
vides an upperboundfor the rate at which the ow trafc is ad-
mitted into the network. A shapersuallyhasa nite-size buffer.
Paclets may be discardedif thereis not sufcient spaceto hold
thedelayedpaclets. Droppersdropsomeor all of the pacletsin a
traf c streamin orderto bring the streaminto compliancewith the
trafc pro le. Thisprocesss know aspolicingthestream.

1.3 Our BasicDesign

Our proposededgerouter (1) marks TCP trafc with knowl-
edgeof TCP congestiorcontrol functions,(2) controlsunrespon-
sive 0 ws andtransferscongestiorinformationupstreamand (3)
monitorsthe network for possibleattacksandSLA violations. The
threecomponentgim at increasingapplication-leel performance
andnetwork resourcautilization. Monitoring alsoaidsin detecting
andcontrollingdenialof service(DoS)attacksandunderprovisioning
problems. The edgeroutercomponentsandthe o w of dataand
control amongthem, are depictedin gure 1. We describeeach
componentn thenext few paragraphs.
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Figure 1: Componentsof an edgerouter

SLA Monitoring . QoS-enabledetworks canfacedifferentat-
tacksfrom traditional IP network domains. For example, users
may inject or re-marktrafc with high QoS requirementavhich
may causeother usersto have low throughput,high delay and
paclet loss. Our SLA monitoringcomponentags serviceviola-
tionsandbandwidththeft attacks.To monitorthe network without
core router involvement,we usenetwork tomographytechniques
suchasperseggmentlossinferencemechanismg§l?] in anedge-to-
edgemanner

Traf ¢ Conditioning. The routersutilize knowledge of TCP
characteristicdo give priority to “critical” paclets, and mitigate
TCPbiasto o ws with shortroundtrip times(RTTs). While edge
routersbetweena stubdomainand a transitdomainare not gen-
erally overloaded,mary edgerouters,suchas InternetExchange
pointsamongpeeringdomains,are highly loaded. Therefore the
edgeroutersusepaclet headerinformationinsteadof storedstate
whenpossibleandusereplacemenpoliciesto controltheamount
of statemaintained.

CongestionControl. Unresponsie o ws do not reducetheir
transmissiorratesin responséo congestion.Congestiorcollapse
canbemitigatedusingimproved paclet schedulingr active queue
managemenis, 32], but suchopenloop techniquesdo not affect
congestiorcausedy unresponsie 0 wsin upstreamdomains.We
needa mechanisnto control the rate at which paclets enterthe
domainto therateatwhich pacletsleave thedomain.Congestions
detectedvhenmary high priority pacletsaredropped38]. Ingress
routerswhich detector infer suchdrop canregulateunresponsie

ows.

We conducta seriesof simulationexperimentsto studythe be-
havior of thisframework. Preliminaryresultsshawv thatTCP-avare
edgerouter markingimprovesthroughputof dataextensve appli-
cationdikelargeFTPtransfersandachiezeslow pacletdelaysand
responsgimesfor TelnetandWWW trafc. We alsodemonstrate
how attacksandunresponsie o ws alter network delay andloss
characteristicsandhencecanbe detectecandcontrolled.

2. RELATED WORK

Providing QoSin diff-serv networks hasbeenextensiely stud-
iedin theliterature. Clark and FangintroducedRIO in 1998[10],
anddevelopedthe Time Sliding Window (TSW) tagger They shav
thatsourceswith differenttargetratescanachieve their tamgetsus-
ing RIO evenfor differentRoundTrip Times(RTTs),whereasim-
ple RED routerscannot.AssuredForwardingis studiedby lbanez
andNicholsin [25]. They useatokenbucket marker andshaow that
targetratesandTCP/UDPinteractionarekey factorsin determining
throughpuof o ws. SeddighNandyandPieda[35] alsoshav that
the distribution of excessbandwidthin an over-provisioned net-
work is sensitve to UDP/TCPinteractions.Lin, ZhengandHou
[27] proposeanenhanced SW pro ler, but their solutionrequires
stateinformationto be maintainedat corerouters.We now discuss
resultsrelatedto thethreecomponent®f our edgerouter

2.1 Network Tomography and Violation De-
tection

Sincebottleneckbandwidthinferencetechniquesuchaspaclet
pairswere proposedn the early 1990s,therehasbeenincreased
interestin inferenceof internal network characteristicge.g., per
segmentdelay loss,bandwidth andjitter) usingcorrelation@among
end-to-endneasurementsThis problemis callednetworktomay-
raphy RecentlyDuf eld etal[12] have usedunicastpaclet“stripes”
(back-to-backprobepaclets)to infer link-level lossby computing
paclet loss correlationfor a stripe at differentdestinations. This
work is an extensionof lossinferencewith multicasttrafc, e.g.,
[1, 7]. We develop atomography-basedow overheadmethodto
infer delay loss,andthroughputanddetectproblemsthatalterthe
internalcharacteristicef anetwork domain.

Network monitoringtechniquehave alsobeenrecentlystudied.
In efcient reactive monitoring [11], global polling is combined
with local event driven reportingto monitor IP networks. Breit-
bartetal [6] useprobing-basetechniquesvherepathlatenciesand
bandwidtharemeasuredby transmittingprobesfrom asinglepoint
of control. They nd the optimal numberof probesusing vertex
cover solutions. Recentwork on SLA validation [8] usesa his-
togramaggr@ation algorithmto detectviolations. The algorithm
measuregsetwork characteristicik e lossratioanddelayonahop-
by-hopbasisandusesthemto computeend-to-endneasurements.
Theseaarethenusedn validatingtheend-to-enSLA requirements.
We useanExponentiaWeightedMoving Average( EWMA) for de-
lay, andaverageof several sampledor lossasin RON [3], sinceit
is more e xible andaccurate.



2.2 Traf ¢ Conditioning

Fangetal [14] proposedhe Time Sliding Window ThreeColor
Marker (TSW3CM),whichwe useasastandardraf c conditioner
Adaptive pacletmarking[16] usesa PaclketMarking Engine(PME),
which canbe a passie obserer undernormal conditions,but be-
comesanactive marker atthetime of congestionYeomandReddy
[39] alsocorvey markinginformationto the sendersothatit can
slow down its sendingratein the caseof congestionThis requires
modifying the host TCPimplementation.Ferozet al [18] propose
a TCP-Friendlymarler. The marler protectssmall-windav o ws
from pacletlossby markingtheirtrafc asIN pro le. We develop
similartechniquesvith reducecoverhead21, 23]. Nandyetal de-
sighRT T-awaretraf ¢ conditionerd31] whichadjustpaclet mark-
ing basen RTTs,to mitigateTCPRTT bias. Their conditioneris
basednthesteadystateTCPbehaior asreportecby Matthisetal
in [29]. Their model,however, doesnot considertime-outswhich
we considelin this paper

2.3 CongestionControl

Floyd et al discusscongestiorcollapsefrom undelveredpack-
etsin [19]. Congestiorcollapseoccurswhenupstreambandwidth
is consumeddy pacletsthat are eventually droppeddowvnstream.
Seddighet al [36] proposeseparatingl CP (responsie to conges-
tion) and UDP (may be unresponsie) to control congestioncol-
lapsecausedby UDP. Albuquerqueet al [2] proposea mecha-
nism, Network Border Patrol, where border routers monitor all
0 ws, measureingressand egressrates, and exchangeper o w
informationwith all edgeroutersperiodically The schemes el-
egant, but its overheadis high. Chow et al [9] proposea simi-
lar framevork, whereedgeroutersperiodicallyobtaininformation
from corerouters,and adjustconditionerparametersccordingly
We proposeo only sendloadinformationduringcongestionsince
corenetworks may be lightly loadedmostof the time. In the Di-
rectCongestiorControlSchemgDCCS)[38], only dropsof pack-
etswith the lowestdrop priority aretracked. We follow the same
methodologyto detectcongestiorandcontrolunresponsie o ws.
Aggregate-basedCongestionControl (ACC) detectsand controls
high bandwidthaggreyate o ws [28]. We usesimilar IP pre x
matchingof destinationaddresseso detectattackstargetingthe
samedestination.

3. TOMOGRAPHY -BASEDVIOLA TION DE-
TECTION COMPONENT

QoS network domainsshoulddetectserviceviolations (exces-
sive delayor lossthat customersexperience)and bandwidththeft
attacks. An attacler canimpersonatea legitimate customerby
spoo ng its identity. Network Itering [17] can detectspoo ng
if the attacler andtheimpersonateadustomerarein differentdo-
mains,but the attacksmay proceedunnoticedotherwise.QoSdo-
mainssupportlow priority classessuchasbesteffort, which are
not controlledby edgerouters. The serviceprovider shoulden-
surethathigh priority customersregettingtheir agreed-uposer
vice, so that the network can be re-con gured or re-provisioned
if needed,and attaclers which bypassor fool edgecontrolsare
prevented. In caseof distributed DoS attacks, o ws from various
ingresspointsareaggr@atedasthey approacttheir victim. Moni-
toring cancontrolsuchhighbandwidthaggreyatesattheedgesand
propagateattackinformationto upstreamdomains[22]. As with
ary detectionmechanismthe attaclers canattackthe mechanism
itself, but the costto attackour distributedmonitoringmechanism
is higherthanthe costto inject or spooftrafc, or bypassasingle
edgerouter

We measureSLA parametersuch as delay paclet loss, and
throughputo ensureghatusersareobtainingtheir agreeduponser
vice. Delayis de ned asthe edge-to-edgdateng; paclet lossis
the ratio of total o w pacletsdroppedin the domairt to the total
pacletsof thesame o w whichenteredhedomain;andthroughput
is thetotalbandwidthconsumedby a o w insideadomain.If anet-
work domainis properly provisionedandno useris misbehaing,
the o ws traversingthe domainshouldnot experienceexcessie
delayor loss. Althoughijitter (delayvariation)is anothelimportant
SLA parametelit is o w-speci ¢ andtherefore notsuitableto use
in network monitoring. In this section,we describeedge-to-edge
measuremenand inferenceof delay loss and throughput,and a
violation detectiormechanism.

3.1 Delay Measurements

Delayboundguaranteemadeby aprovider network to customer
o ws are for the delaysexperiencedby the o ws while travers-
ing betweerthe ingressand egressedgesof the provider domain.
For eachpaclet traversinganingressrouter theingresscopiesthe
paclet IP headerinto a nen paclet with a certainpre-con gured
probability . Theingressencodeghe currenttime into the
payloadand marksthe protocol identi er eld of the IP header
with a new value. The egressrouterrecognizesuchpacletsand
removes them from the network. Additionally, the egressrouter
computeghepacletdelayfor ow by subtractingheingresgime
form the egresstime. (We assumeNTP is usedto synchronizehe
clocks.) The egresshensendshe paclet detailsandthe measured
delayto an entity we call the SLAmonitor. At the monitor, the
pacletsareclassi ed asbelongingto customer andthe average
paclet delayof the customertraf ¢ is updatedusingan exponen-
tial weightedmoving average(EWMA) (we usea currentsample
weight0.2). If this averagepaclet delay exceedsthe delayguar
anteein the SLA, we concludethatthis maybe anindicationof a
SLA violation.

3.2 LosslInference

Pacletlossguaranteemadeby a provider network to acustomer
arefor the paclet lossesexperiencedyy its conformingtrafc in-
sidetheproviderdomain.Measuringossby observingpacletdrop
atall coreroutersandcommunicatinghemto the SLA monitor at
the edgeimposessigni cant overhead.We usepaclet stripes[12]
toinfer link-level losscharacteristicssidethedomain.A seriesof
probepacletswith no delaybetweerthetransmissiornf successie
paclets,or whatis known asa “stripe;’ is periodicallytransmitted.
For atwo-leaftreespannedynodes, , , ,stripesaresent
from theroot totheleavesto estimatehe characteristicsf three
links (gure 2). For example,the rst two pacletsof a 3-paclet
stripe are sentto andthelastoneto . If a paclet reaches
a recever, we candeducethat the paclet hasreachedhe branch
point . By monitoring the paclet arrivals at and both,
we canwrite equationswith threeknown quantitiesand estimate
the threeunknawvn quantities(loss ratesof links ,
and ) by applyingconditionalprobabilityde nitions, asdis-
cussedn [12]. We combineestimatesof several stripesto limit
the effect of non-perfectorrelationamongthe pacletsin a stripe.
This inferencetechniqueextendsto treeswith morethan?2 leaves
andmorethan?2 levels[12].

We extend this end-to-endunicastprobing schemeto routers
with multipleactive queuemanagemerihstancese.g.,3-colorRED
[20], anddevelop heuristicsfor the probingfrequeng andthe par

a ow canbeamicro ow de ned by (sourceanddestinatiorad-
dresseandports,andprotocolidenti er) or anaggreateof several
micro ows.
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Figure2: Binary treeto infer per-segmentiossfrom source to
recevers and

ticularreceversto probeto ensureggooddomaincoverage Assured
forwardingqueuesisethreedrop precedenceseferredto asgreen,
yellow, andred. Suppose is the percentagef red pacletsac-
cepted(not dropped)by the active queue. We de ne percentages
for yellow andgreentraf ¢ similarly, andshav how thesepercent-
agesare computedin the appendix. Link losscanbe inferred by
subtractinghetransmissiorprobabilityfrom 1. If , ,and
aretheinferredlossesof green,yellow andredtrafc respectiely,
losscanbe expresseds:

)

where isnumberof samplesakenfrom -coloredpaclets. How-
ever, whenlossof greentraf ¢ is zero,we take the averageof yel-
low andred losses. Whenthe loss of yellow trafc is also zero,
we reportonly lossof red probes.We reducethe overheadof loss
inferenceby probingthe domainlinks with high delayonly, asde-
terminedby the delay measuremenprocedure.We alsomeasure
throughputby probingegressroutersonly whendelayandlossare
excessie. This helpspinpointthe useror aggrgyatewhich is con-
suming excessie bandwidth,and causingother o ws to receve
lower quality thantheir SLAs.

3.3 Violation and Attack Detection

Whendelay loss, and bandwidthconsumptiorexceedthe pre-
de ned thresholdsthe monitor concludestheremay be an SLA
violation or attack. Excessie delayis anindication of abnormal
conditionsinside the network domain. If therearelossesfor the
premiumtrafc class,or if the loss ratios of assuredorwarding
trafc classesexceedcertainlevels, a possibleSLA violation is
agged. Theviolation canbecausedy aggressie or unresponsie
o ws, denial of serviceattacks, ash crowds, or network under
provisioning. To detectdistributed DoS attacks,the setof links
with highlossareidenti ed. If high bandwidthaggreyatestravers-
ing thesehigh losslinks have the samedestinationP pre x, there
is eithera DoS attackor a ash crowd, asdiscussedn [28]. If this
is determinedto be an attack, the appropriateéngressroutersare
noti ed andthe offendingusertrafc is throttled, asdiscussedn
section5.

4. TRAFFIC MARKING COMPONENT

We incorporateseveraltechniquesn the conditionerto improve
performanceof applicationsrunningon top of TCP. The rst few
paclets of a TCP ow shouldnot be droppedto allow the TCP
congestiorwindow to grow. At the edgerouter we give low drop
priority to SYN paclets asindicatedin the TCP header Since
TCP grows the congestionwindowv exponentiallyuntil it reaches
theslow startthreshold ssthesh andthe congestiorwindow is re-
ducedto 1 or half of the sstheshfor time-outsor paclet loss,we
may alsoprotectsmallwindow o ws from paclet lossesby mark-
ing themwith DP0,asproposedn [18]. Edgeroutersusesequence
numberinformationin paclet headersn both directionsto deter

mine this. ECN-CapableTCP may reduceits congestiorwindow
dueto atime-out,triple duplicateACKs, or in responséo explicit
congestiomoti cation (ECN)[34]. In thiscase,TCPset¢theCWR
ag in theTCPheadenf the rst datapacletsentafterthewindow
reduction. Therefore we give low drop priority for a pacletif the
CWRor ECNbitis set. Thisavoidsconsecutie sstheshreductions
thatleadto poor performancavith TCP Reno[13]. We alsomark
pacletsinverselyproportionallyto the squareof the o w requested
ratesif proportionalsharingof excessbandwidthis required[31].
The marlker avoids marking high drop priority in burststo work
well with TCP Reno,asproposedn [18].

We alsousean RTT-awaretrafc conditionerto avoid the TCP
shortRTT bias,if RTT andRTO informationis available.Equation
(3) shaws that, in a simple TCP modelthat considersonly dupli-
cateACKs[29], bandwidthis inverselyproportionalto RTT where

is themaximumsegmentsizeand is the pacletlossprob-
ability:

E— 3)

An RTT-aware markingalgorithm basedon this model (proposed
in [31]) workswell for a small numberof o ws becausequation
(3) accuratelyrepresentshe fastretransmitandrecovery behaior
when is small. We have obsered that for a large numberof
ows, shortRTT o ws time out becausenly long RTT o ws are
protectedby the conditionerafter satisfyingthe target rates. To
mitigate this unfairnesswe usethe throughputapproximationby
Padhyeetal [33]:

— — (4)

where isthenumberof pacletsacknavliedgedby areceved ACK,
and isthetime-outlength.DesigninganRT T-awaretraf c con-
ditioner using equation(4) is more accuratethan using equation
(3) becausst considergime-outs. Simplifying this equation,we
computethe paclet dropratio betweerntwo ows, as:

— — ()

where and arethe RTT andtime-outof ow respec-
tively [21]. Themarker useshothequation(5) andequation(1).

Eachof the techniquegliscussedn this sectionhasadwantages
and limitations. ProtectingSYN, ECN, and CWR paclets, and
markingaccordingto the target ratedo not needto storeper o w
informationandaresimpleto implement.On the otherhand,pro-
tectingsmallwindow o wsandmarkingaccordingo theRTT and
RTO valuesrequiresmaintainingandprocessingper o w informa-
tion. To boundstateoverheadcattheedgerouterswe storeper o w
information at the edgeonly for a certainnumberof o ws based
on available memory The edgerouter usesa leastrecentlyused
(LRU) statereplacemenpolicy whenthe numberof o wsexceeds
the maximumnumberthat canbe maintained. Therefore for ev-
ery o w, conditioningis basedon stateinformationif it is present.
If thereis no statepresentconditioningonly usestechniqueghat
rely on headeiinformation. The conditionerpseudo-codés given
in gure 3.

5. UNRESPONSIVEFLOW CONTROL COM-
PONENT

This sectiondescribeshe detectionandcontrol of unresponsie
o ws. SLA monitors(or corerouters)inform edgeroutersof con-



for For eachincoming o w do
if thereis acompletestateentryfor this o w then
statePresent TRUE
Updatethe statetable
else
statePresent FALSE
Add the o w in the statetable(replacef needed)
endif
if statePreserns TRUE then
Use StandardTC with SYN, ECN, CWR, small window,
burst, RTT-RTO
else
UseStandardl'C with SYN, ECN,andCWR
endif
endfor

Figure 3: Algorithm for Adaptive Traf ¢ Conditioner

gestioninsidea domain. A shapingalgorithmcontrolsunrespon-
sive 0 wsatthetime of congestionln addition,ingressoutersof a

domainmay propagateongestiorinformationto the egressrouter

of theupstreandomain.

5.1 Optional Core Router Detection

In section3, we have shavn how tomography-baselbssinfer-
encetechniquesanbe appliedto detectpersegmentlossesusing
edge-to-edg@robes. An alternatie strat@y is to track excessie
drop of high priority (i.e., greenor DPO) paclets at corerouters,
as proposedin [38]. We adaptthis techniqueto detectconges-
tion only for unresponsie o ws using protocolinformationfrom
the transportlayer The coreroutertracksthe tuple sourcead-
dress,destinationaddresssourceport, destinationport, protocol
identi er, timestamp, for dropped paclets. The
outgoinglink bandwidthat the core, , helpsregulatethe
ow: edgeroutersshapemore aggressiely if the core hasa thin
outgoinglink. The coresendshis dropinformationto theingress
routersonly whenthetotal dropexceedsalocal threshold(thusthe
0 W seemsion-adaptie).

5.2 Metering and Shaping

At the egressrouters,we distinguishtwo typesof drops: drop
dueto meteringandshapingatdownstreanrouterssdrop, anddrop
dueto congestiorat core/edgeouters,cdrop. Egress/coreouters
communicatehis drop informationto ingressroutersandthe up-
streamegressrouter For a particular o w, assumehe bottleneck
bandwidthis (asgivenabore); the bandwidthof the out-
going link of the ow at the ingressrouter is ; the ow
hasanoriginal pro le (tarmgetrate)of ; andthe current
weightedaverageratefor this o w is . In caseof , the
pro le of the o wis updatedemporarily(toyield rate )

usingequationg6) and(7) where isthecongestiorcon-
trol aggressienesgparameter:

- — (6

)

A highervalueof speedap corvergence put applicationQoS
may deteriorate A lowervaluemalkestraf c smootherbut it takes

longerto readjustherate. The “max” termin theequationcanbe
ignoredif thebottleneckbandwidthinformationcannoteobtained
(toolslik e pathchaior Nettimercannotbe used),or corerouterde-
tection (section5.1) is unavailable. In equation(7), the weighted
averageof thearrival rateis computedusingthe Time Sliding Win-
dow [10] algorithm.

For sdrop, thepro le is adjustedasfollows:

8)

The is initialized to . In the absence
of drops,the routerincreaseghe adjustedpro le periodically at
a certainrate . Therate is initialized to
a constantnumberof paclets eachtime the router receves drop
information,andis doubledwhenthereis no drop, until it reaches
athreshold——, andthenit is increasedinearly. Thus,therate
adjustmenalgorithmfollows TCPcongestiorcontrol. At theedge,
shapings basednthecurrentaveragerateandtheadjustedro le.
For eachincoming o w, if the currentaveragerateis greaterthan
theadjustedpro le, somemisbehaing o w pacletsaredropped.

6. SIMULATION SETUP

We usesimulationsto studythe effectiveneswof our edgerouter
design.Thens-2simulator[30] with thedifferentiatedserviceam-
plementatiorof Nortel Networks[37] is used.We usethefollowing
RED parameters , , : for DPO 40,55,0.02 ;
for DP1 25,40,0.05 ; andfor DP2 10,25,0.1 (assuggested
by [31]). is 0.002for all REDs. TCP New Renois usedwith a
paclet sizeof 1024 bytesanda maximumwindow of 64 paclets.
We vary thenumberof micro- ows (whereamicro- ow represents
asingleTCP/UDPconnection)peraggrgatefrom 10 to 200. We
computethefollowing performancemetrics:

Throughput. This denotesthe averagebytesreceved by the re-
ceiver applicationover simulationtime. A higherthrough-
put usually meansbetter servicefor the application(e.g.,
shortercompletiontimefor anFTP o w). ForthelSP higher
throughputimpliesthatlinks arewell-utilized.

Packet Drop Ratio. This is the ratio of total paclets droppedto
thetotal pacletssent.A usercanspecifyfor certainapplica-
tionsthatpaclet drop shouldnot exceeda certainthreshold.

Packet Delay. Fordelaysensitve applicatiorlike Telnet thepaclet
delayis ausermetric.

ResponseTlime. This is the time betweensendinga requestto a
Websenerandreceving theresponsdackfrom the sener.

7. SIMULATION RESULTS

Theobjective of this preliminarysetof experimentss to evaluate
theeffectivenesof thethreecomponentsf our edgerouter In the
next few sections,we study the performanceof eachcomponent
undervariousconditions.

7.1 DetectingAttacks and SLA Violations

In this section,we investigatethe accuray andeffectivenessof
the delay loss,andthroughputapproximatiormethodsfor detect-
ing violations discussedn section3. We usea similar network
topologyto that usedin [12] asdepictedin gure 4. We connect
multiple hoststo all edgeso createseveral o ws alongall links in
thetopology Many o ws arecreatedfrom hostsattachedo

,and , anddestinedto hostsconnectedo edgerouter



sothatthelink is highly utilized. We rst measurale-
lay whenthe network is correctlyprovisionedor over-provisioned
(andthusexperiencedittle delayandloss). The delayof
is 100 ms; delayis 100 ms; and delayis 160
ms. Attacksaresimulatedonrouter  throughlinks and
. With theattacktraf c, theaveragedelayof the
link increasedrom 100 msto approximatelyl80ms. Sinceall the
corerouterto corerouterlinks have a highercapacitythan other
links, becomeghe mostcongestedink. Figure5 shavs
thatwhenthereis noattack theend-to-endlelayis closeto thelink
transmissiorelay As seenfrom thesimulationsgxcesstraf ¢ in-
troducedby theattaclerincreasesheedge-to-edgdelayinsidethe
network domain. The frequeny of delayprobingis a critical pa-
rameterthataffectsthe accurag of the estimation.Sendingfewer
probesreducesverheadbut usingonly a few probescanproduce
inaccurateestimation especiallywhensomeof the probesarelost
in the presencef excesdrafc dueto anattack.

E1@-----

® Edge Routel
O core Router
20 Mbps, 30 ms
,,,,,,, 10 Mbps, 20 ms

Figure 4: Topology usedto infer lossand detect sewvice viola-
tions. All edgeroutersare connectedto multiple hosts.

0.8 - No Attack

0.6 J —

% of traffic

delay (ms)

Figure 5: Cumulative distrib ution function (CDF) of one way
delayfromElto E6

We demonstrateetectionof suchabnormakonditionsusingde-
lay measurement threescenariodabeled“No attack”, “Attack
1", and“Attack 2" in gure 6. “No attack”indicatesno signi -
canttrafc in excessof capacity Thisis the normalcaseof proper
network provisioning andtrafc conditioningat the edgerouters.
Attacks1 and2 inject moretrafc into the network domainfrom
differentingrespoints. Theintensityof theattackis increasediur
ing time t=15 secondgo t=45 secondsLossis inferredwhenhigh
delayis experiencednside the network domain. To infer lossin-
sidea QoS network, green,yellow, andred probesare used. We
useequation(2) to computeoverall traf ¢ lossperclassin a QoS
network. The loss measurementesultsare depictedin gure 7.

The loss uctuates with time, but the attackcausesaclet drops
of 15%to 25%in the caseof Attack 1 and more than 35% with

Attack 2. We nd thatit takes approximatelylO secondgor the
inferredlossto converge to the samevalue asthe real lossin the
network. Approximately20 stripesper secondare requiredto in-

fer a lossratio closeto the actualvalue. For more detailson the
probingfrequenciegandconvemgenceof the estimationssee[22].

180 T T T
170
160
150 L R
130} '
120} < :
10}, ]
100 AT /o

0 10 20 30 40 50 60

Time (sec)

No Attack' R
Attack 1 - |
Attack 2 - |

T

delay (ms)

severe attack ----

Figure 6: Observed delay at the time of an attack.
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Figure7: Overall lossfollows the samepattern asdelay.

Delay andlossestimation togethemwith the appropriatehresh-
olds,canthusindicatethepresencef abnormatonditions suchas
distributedDoS attacksand ash crowvds. Whenthe SLA monitor
detectssuchananomaly it polls the edgedevicesfor throughputs
of ows. Using theseoutgoingratesat egressrouters,the mon-
itor computegthe total bandwidthconsumptionby ary particular
user This bandwidthis comparedo the SLA bandwidth.By iden-
tifying the congestedinks andthe egressroutersconnectedo the
congestedinks, the downstreanmdomainwherean attackor crovd
is headeds identi ed. Using IP pre x matching,we determine
whethemary of these o ws areaggrgatedtowardsa speci ¢ net-
work or host. If the destinationcon rms this is an attack,we can
controlthese o ws attheingressrouters.

7.2 Adaptive Conditioning

As discussedn sectiond, TCP-avaremarkingcanimprove ap-
plication QoS.We rst performseveral experimentsto studyeach
markingtechniqueseparatelyandstudyall combinationsWe nd
that protectingSYN pacletsis usefulfor short-lived connections
andvery highdegreesof multiplexing. Protectingconnectionsvith
smallwindow sizes(SW) contritutesthe mostto total bandwidth
gain, followed by protectingCWR pacletsand SYN. SW favors
shortRTT connectionshut it reducesaclet dropratio andtime-
outsfor longRTT connectionsswell, comparedo a standardraf-
¢ conditioner Not markingin burstsis effective for shortRTT
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Figure 8: Simulation topologies.All links are 10 Mbps. Capacity of the bottlenecklinks are altered in someexperiments.

connectionslf SWis notused Burst+CWRachieveshigherband-
width than ary other combination. The RTT-RTO basedcondi-
tioner mitigatesthe RTT-bias amongshortandlong RTT o ws.
This is becausavhenthe congestiorwindow is small, thereis a
higherprobabilityof time-outsin the caseof pacletdrops.Protect-
ing paclets (via DPOmarking)whenthe window is smallreduces
time-outs especiallyback-to-backime-outs.A micro o w alsore-
coversfrom time-outswhenRTO aswell asRTT is usedto mark
paclets. All thesemarkingprinciplesareintegratedtogetherwith
anadaptve statereplacemenpolicy, asgivenin gure 3. We now
evaluatethe performanceof this adaptve trafc conditionerwith
FTP and CBR trafc, Telnetand WWW applications. The net-
work hostsandroutersareECN-enabledor all experimentsn this
section sincewe usethe ECN andCWR paclet protectionmecha-
nism. Additional resultscanbefoundin [23].

Figure9(a) compareghe bandwidthwith the standardandwith
the adaptve ( gure 3) conditionerfor the simpletopology shawvn
in gure 8 (a). Thetotal throughputis measuredver the simula-
tion time at thereceving end. “Max” is the bandwidthwhenthe
standarcconditioneris combinedwith all markingtechniquesand
storesper o w informationfor all o ws. Theadaptve conditioner
outperformghe standardnefor all aggrgate o ws. Theadaptive
conditioneris morefair in the sensethat shortRTT o ws do not
stealbandwidthfrom longRTT o wsandtotal achiezedbandwidth
is closeto 10 Mbps (bottlenecHKink speed).

Figure8(b) depictsa more comple simulationtopologywhere
threedomainsareinterconnectedall links are 10 Mbps). Thelink
delaybetweerhostandthe edgeis variedfrom to  msfor dif-
ferenthostsconnectedo a domainto simulateusersat variable
distancesfrom sameedgerouters Aggregate o ws are created
betweenmnodes - , - - ,and - Thus,

o ws areof differentRTTs and expenencdoottlenecksat dlfferent
links. Notall o ws start/stopgransmissioratthe sametime— o ws
lastfrom lessthanasecondo afew seconds. - , - and
- arethe mostcongestedinks. Figure9(b) shavs the total
bandwidthgainfor this topologywith differentconditionersFrom
the gure, the adaptie conditionerperformsbetterthanthe stan-
dardone,andachiezesperformanceloseto the maximumcapac-
ity. In addition,theadaptve conditionerimprovesfairnesetween
shortandlong RTT o ws, withoutrequiringlarge statetables.

When eachaggrgate ow contains200 micro o ws, the soft
statetable for the adaptve conditionercovers only a small per
centage(4.16%) of the o ws passingthroughit. We usea table

Micro Standard | Adaptive Max Adaptive (% ows
“ows | Bandwidth | Bandwidth | Bandwidth coveredat E4)
10 12.65 12.87 12.87 41.16

50 12.18 13.84 14.20 16.66

100 11.67 13.48 14.89 8.33

200 11.77 13.61 14.91 4.16

Table 1: Bandwidth shown is in Mbps. State table size = 50
micro- ows.

Conditioner‘ Avg responsgime ‘ Std | Avgresponséime ‘ Std

(sec),®rst pkt dev (sec),all pkts dev
Standard 0.48 0.17 2.23 0.78
Adaptive 0.45 0.14 2.15 0.75

Table 2: Responsdime for WWW traf c. Number of concur-

rent sessions 50

for the 50 mostrecentmicro- ows. Table1 shavs thatthe band-
width achiezed with the adaptie conditioneralways outperforms
standaraconditioner Note thatwhencritical TCP pacletsarepro-

tected,they arechagedfrom the userpro le to ensurethat UDP

traf ¢ is notadwerselyaffected.

Wealsostudyperformancavith Telnet(delay-sensitie) andWWW
(responséime sensitve) applications.For the Telnetexperiments,
the performancemetric usedis the averagepaclet delaytime for
eachTelnetpaclet. We usethe topologyis Figure 8(b), but ca-
pacityofthe - and - linksis changedo 0.5Mbpsand
all otherlink capacitiesare 1 Mbpsto introducecongestion We
simulate100 Telnetsession@monghosts - , -

- ,and - . A sessiontransfersbetweenl0O and 35 TCP
paclets. Resultsshav thatthe adaptve conditionereducegaclet
delayover the standarcconditionerfor shortRTT o ws.

Sinceweb traf ¢ constitutesmost (60%-80%)of the Internet
traf ¢, westudyourtrafc conditionemwith theWWW traf c model
in ns-2[30]. Detailsof the modelaregivenin [15]. The model
usesHTTP 1.0 with TCP Reno. The senersareattachedo

and in gure 8 (b),and and areusedasclients.
A client cansenda requestto ary sener. Eachclient generates
arequesftfor 5 pageswith a variablenumberof objects(e.g.,im-
agesperpage.Thedefaultns-2probabilitydistribution parameters
areusedto generaténter-sessiortime, inter-pagetime, objectsper
page,inter-objecttime, andobjectsize(in kB). The network setup
is sameaswith Telnettrafc. Table2 shavs the averageresponse
time perWWW requestecevedby the client. Two responséimes
areshawvn in thetable;oneis to getthe rst pacletandanotheiisto
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Figure 9: Achieved bandwidth with the standard conditioner and adaptive conditioner. “Max” is the bandwidth when the standard
conditioner is combinedwith all marking techniquesand storesper- o w information for all o ws.

getall data. Thetableshavs thatour adaptve conditionerreduces
responsdime over the standardrafc conditioner The adaptve

conditionerdoesnot changethe responsdime signi cantly if the

network is notcongested.

7.3 CongestionControl

We conductexperimentsto demonstrateéhe role of the conges-
tion control mechanisnin preventingcongestiorcollapse.Figure
8(a) depictsthe simple topology usedto demonstrate&eongestion
collapsedueto unresponsie ows. An aggrgate TCP o w with
10micro- owsfromhost to andaUDP aggregate o w with
10 micro- owsfrom host - arecreated.Both o ws have the
sametargetrate ( Mbps). Figure 10 shavs how TCP and UDP
o ws behae with respectto changingthe bottleneckbandwidth
( ) from Mbps. The -axisdenoteshe and

-axis givesthe throughputachiezed by both o ws. Figure10(a)
shavs thatthe TCP o w getsits shareof Mbpsall thetime be-
causeit doesnot go throughthe congestedink. Whenthe bot-
tleneckbandwidthis Mbps, Mbps arewastedby UDP o ws
in the absencef the ow control. Figure10(b) shavs that, with
ow control,the TCP o w getsanextra Mbpswhen is

Mbps. The o w controlmechanisnpreventscongestiorcollapse
dueto undeliveredpaclets.

Wealsoexperimentwith varyingtherateratio,
forUDPtrafc. A of 0.5meanghatthe o w is sendingat
ofitsprole anda  of 4 meanghe o w is sendingatfour times
its pro le. WhentheUDP sendingrateis zero, TCPcanusetheen-
tire  Mbps,andthereis no shaping(shapingdropis zero)atthe
edge. Whenthe UDP sendingrate causegropsat the bottleneck
link (e.g.,when = Mbps),congestiorcollapseoccursin
theabsencef o w control. With o w control,evenwhen is4
(theprole is MbpsandUDPis sendingat Mbps),thereis no
congestiorcollapse.

A more comple topologywith multiple domains( gure 8(b))
andwith crosstraf ¢ is alsousedto studythe o w controlframe-
work. An aggr@ateof TCP ows  between is created,
in additionto severalUDP owssuchas , ,and
between , , ,and respectiely.
These areusedascrosstrafc. Thestartandthe nish times
ofthe s owsaresetdifferentlyto changeheoveralltrafc load
overthe pathforthe ows  and . Therearel1O micro ows
per aggrgatein this setup. Flows and have samepro le
with targetrate Mbps,andcrosstrafc sendingrateis Mbps.

Figurellillustratesthe bandwidthof theseaggreate o wswith

andwithout o w control. Thecrosstraf ¢ achievesthesametarget

in both schemespecausdghe o ws do not sendmore thantheir

pro les andthey do not encounterary bottleneck. If thereis no

ow control, (TCP) cannotachieve its taget Mbps. With

ow control, obtainsmore thanthe tamget. This is because,
aftercontrolling UDP, TCP usestheremainingbandwidth.

8. CONCLUSIONS

We have investigatedtomography-baseédge-to-edgerobing
methodsto detectservicelevel agreemenviolationsin QoS net-
works, togethemwith TCP-avareconditioningand o w controlfor
unresponsie o ws. SLA violation detectionis usefulfor network
re-dimensioningaswell asfor detectingdistributeddenialof ser
viceattacks Wedesignmethodghatuseedge-to-edgpacletstripes
toinfer lossfor differentdropprecedenceis aQoSnetwork, based
on obsenred delays. Aggregatethroughputsarethenmeasuredo
detectdistributeddenialof serviceattacksor ash crowds.

Marking, shaping,and policing are also adaptedo respondto
detectiorresultsandadaptto o w characteristicsWe give priority
to critical TCP pacletsandmarkaccordingto o w characteristics.
We usean adaptve conditionerthat overwritesprevious statein-
formationbasedn aleastrecentlyusedstratgy. Marking is based
oninformationin paclet headersf stateinformationfor a ow is
unavailable. The adaptve conditioneris shavn to improve FTP
throughput,reducepaclet delayfor Telnet,andresponseime for
WWW trafc. The conditioneralsomitigatesTCP RTT biasif it
candeducethe ow RTT andRTO. Finally, we have designeda
simple methodto regulateunresponsie o ws to prevent conges-
tion collapsedueto undeliveredpaclets.

Mostof ourideascanbeappliedto ary architecturehatsupports
servicedifferentiation,or directly with active queuemanagement
techniquest network routers.For example,the RED algorithmat
network routerscanitself protectcritical TCP paclets,e.g.,CWR
marked paclets, from drop without requiringary additionalstate.
The adaptve conditionerconceptcan also be emplgyed to keep
somewindow sizeinformationandusethatin RED droppingdeci-
sions. We arecurrentlyimplementingthe edgerouter andsetting
up asimpletestbedo validatethe simulationresultsof our frame-
work.
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Appendix

Percentagesusedin multi-priority lossinference:

Red

F’green

1 »Avg queue length
max

Figure 12: RED Parametersfor ThreeDrop Precedences

Y max Gmin G

Rmin Rmax Ymm

Figure12 depictsthe drop probabilitiesin RED with threedrop
precedencesThe red traf c hashigherdrop priority thanyellow
andgreentrafc. Theredtrafc is droppedwith aprobability
when the averagequeuesize lies betweentwo thresholds

and . All incomingred pacletsaredroppedwhenthe aver-
agequeuelengthexceeds and aresimilar.
Suppose is the probability that an incoming greenpaclet

will beacceptedy thequeuegiventhat pacletsarein thequeue.
and arede ned similarly for yellow andredtrafc
respectiely. The valuesfor greenpacletsarede nesasfollows:

9)

Theequationsresimilarfor yellow andredtrafc. Let be
thepercentagef pacletdropsdueto active queuemanagemerfor
red paclets,andlet and be de ned similarly for
yellow andgreenrespectiely. Thesepercentagesanbecomputed
as:

(10)
(11)
(12)

where is thebuffer (queue)sizeattherouter The percentagef
class trafc acceptedy anactive queuecanbeexpresse@s:

(13)



