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Abstract

Denial of Service(DoS)attacksare a seriousthreatfor
theInternet.DoSattackscanconsumememory, CPU, and
networkresourcesand damage or shutdownthe opera-
tion of the resourceunderattack (victim). Thequality of
service(QoS)enablednetworks,which offer differentlev-
els of service, are vulnerable to QoSattacks as well as
DoSattacks. Theaim of a QoSattack is to stealnetwork
resources,e.g., bandwidth,or to degradetheserviceper-
ceivedby users. We presenta classi�cation and a brief
explanationof theapproachesusedto dealwith theDoS
andQoSattacks.Furthermore, weproposenetworkmon-
itoring techniquesto detectserviceviolationsandto infer
DoSattacks. Finally, a quantitativecomparisonamong
all schemesis conducted,in which,wehighlightthemerits
of each schemeandestimatetheoverhead(bothprocess-
ing andcommunication)introducedbyit. Thecomparison
providesguidelinesfor selectingtheappropriatescheme,
or a combinationof schemes,basedon the requirements
andhowmuch overheadcanbetolerated.

1. Intr oduction

TheSanDiego SupercomputerCenterreported12,805
denialof service(DoS) attacksover a three-weekperiod
in February2001[16]. This is just oneof the numerous
incidentsin which DoSattacksarecausingserioussecu-
rity threatsto many systemsconnectedto theInternet.The
DoSattackscanbesevereif they last for a prolongedpe-
riod of time preventing legitimate usersfrom accessing
someor all of computingresources.Imagineanexecutive
of a �nancial institution deprived of accessto the stock
market updatesfor severalhoursor evenseveralminutes.
In [16], the authorsshowed that whereas50% of the at-
tackslastedlessthan ten minutes,unfortunately, 2% of
them lastedgreaterthan � ve hoursand 1% lastedmore
thantenhours.Thereweredozensof attacksthatspanned
multiple days.Wide spectrumof motivationbehindthese

DoS attacksexists. They rangefrom political con�icts
andeconomicalbene�ts for competitorsto just curiosity
of somecomputergeeks. Furthermore,cyber terrorism
maynotbeexcludedin thefuture.

In additionto DoSattacks,thequality of service(QoS)
enablednetworks are vulnerableto anothertype of at-
tacks,namely, theQoSattacks.A QoS-enablednetwork,
suchasadifferentiatedservicesnetwork [3], offersdiffer-
entclassesof servicefor differentcosts.Differencesin the
charging ratesmay enticesomeusersto stealbandwidth
or othernetwork resources.We de�ne anattacker in this
environmentasauserwhotriesto getmoreresources,i.e.,
a betterserviceclass,thanwhathehassigned(paid) for.
QoS attacksare classi�ed into two kinds: attackingthe
networkprovisioningprocessandattackingthe data for-
warding process. Network provisioning involvescon�g-
urationof routersin a QoSnetwork. This processcanbe
attackedby injectingboguscon�gurationmessages,mod-
ifying the contentof real con�guration messages,or de-
laying suchmessages.Networks canbe securedagainst
suchattacksby encryptingthecon�gurationmessagesof
the signalingprotocols. Attackson the dataforwarding
processare of a more seriousnature. Theseattacksin-
ject traf�c into thenetwork with the intent to stealband-
width or to causeQoSdegradationfor other�o ws. Since
the differentiatedservicesframework is basedon aggre-
gation of �o ws into serviceclasses,legitimatecustomer
traf�c mayexperiencedegradedQoSasa resultof the il-
legally injectedtraf�c. Taken to an extreme,that excess
traf�c may result in a denialof serviceattack. This cre-
atesaneedfor developinganeffectivedefensemechanism
thatautomatesthedetectionandreactionto attackson the
QoS-enablednetworks.

In this paper, we �rst elaborateon thedenialof service
attacksandtheir potentialthreaton thesystem.We then
classify the solutionsproposedin the literatureinto two
maincategories:detectionandpreventionapproaches.We
brie�y describeseveralmechanismsin eachapproach,fo-
cusingmainly on thesalientfeaturesandhighlightingthe
potentialaswell astheshortcomingsof eachmechanism.
In addition, we proposenetwork monitoring techniques



to detectserviceviolationsandto infer DoSattacks.We
believe that network monitoringhasthe potentialto de-
tectDoSattacksin earlystagesbeforethey severelyharm
the victim. Our conjectureis that a DoS attackinjectsa
hugeamountof traf�c into thenetwork, which mayalter
the internalcharacteristics(e.g.,delayand loss ratio) of
the network. Monitoring watchesfor thesechangesand
identi�es thecongestedlinks, which helpsin locatingthe
attacker and alerting the victim. Finally, we conducta
comparative evaluationstudyamongtheapproachespre-
sented.Theaimof thestudyis to comparethebehavior of
theapproachesunderdifferentsituationsof theunderlying
network. Wedraw insightful commentsfrom thecompar-
isonthatguidetheselectionof oneor moredefendingap-
proachessuitablefor agivenenvironment.

Therestof thepaperis organizedasfollows. Section2
discusestheDoSattacksandpresentstheclassi�cationof
theapproachesusedto dealwith them. In Section3, we
show how network monitoringcanbeusedto detectser-
viceviolationsandto infer DoSattacks.Thecomparative
study is presentedin Section4 andSection5 concludes
thepaper.

2. DoSAttacks: Detectionand Prevention

In the literature, thereare several approachesto deal
with denialof service(DoS) attacks. In this section,we
provideanapproximatetaxonomyof theseapproaches.In
addition,webrie�y describethemainfeaturesof eachap-
proachandhighlight thestrengthsandweaknessesof it.

We divide theapproachesfor dealingwith DoSattacks
into two main categories: detectionand preventionap-
proaches.Thedetectionapproachescapitalizeon thefact
thatappropriatelypunishingwrongdoers(attackers)will
deterthemfrom re-attackingagain, andwill scareothers
to do similar acts.Thedetectionprocesshastwo phases:
detectingtheattackandidentifying theattacker. To iden-
tify an attacker, several traceback methodscanbe used,
asexplainedlater in this section.Theobviousway to de-
tect an attackis just waiting till the systemperformance
decreasessharplyor eventhewholesystemcollapses.We
proposea moreeffective methodfor detectingattacksbe-
fore they severely harm the system. We proposeto use
monitoringfor earlydetectionof DoSattacks.Thedetails
aregivenin Section3. Thepreventionapproaches,on the
otherhand,try to thwartattacksbeforethey harmthesys-
tem. Filtering is themainstrategy usedin theprevention
approaches.

To clarify the presentation,we use the hypothetical
network topology shown in Figure 1 to demonstrate
several scenariosfor DoS attacksand how the differ-
ent approachesreact to them. The �gure shows sev-

eral hosts(denotedby H s) connectedto four domains1

D1; D2; D3; andD4; which are interconnectedthrough
theInternetcloud. In the�gure, A i representsanattacker
i while V representsavictim.

2.1. DoSAttacks

The aim of a DoS attackis to consumethe resources
of a victim or the resourceson the way to communicate
with a victim. By wastingthe victim's resources,the at-
tacker disallows it from servinglegitimatecustomers.A
victim canbea host,server, router, or any computingen-
tity connectedto the network. Inevitable humanerrors
duringsoftwaredevelopment,con�guration,andinstalla-
tion openseveralunseendoorsfor thesetypeof attacks.

SeveralDoSattacksareknown anddocumentedin the
literature[14, 16, 21, 24]. Floodingavictim with anover-
whelmingamountof traf�c is themostcommon.Thisun-
usualtraf�c clogsthecommunicationlinks andthwartsall
connectionsamongthelegitimateusers,whichmayresult
in shuttingdown anentiresiteor abranchof thenetwork.
This happenedin Februaryof 2000for the popularweb
sitesYahoo,E*trade, Ebay, and CNN for several hours
[14].

TCPSYN �ooding is aninstanceof the�ooding attacks
[22]. Under this attack,the victim is a hostandusually
runsa Web server. A regular client opensa connection
with the server by sendinga TCP SYN segment. The
server allocatesbuffer for the expectedconnectionand
replieswith a TCP ACK segment. The connectionre-
mainshalf-open(backlogged)till theclientacknowledges
the ACK of the server andmoves the connectionto the
establishedstate.If theclient doesnot sendtheACK, the
buffer will be deallocatedafter an expiration of a timer.
The server canonly have a speci�c numberof half-open
connectionsafterwhich all requestswill berefused.The
attacker sendsa TCP SYN segmentpretendinga desire
to establisha connectionandmakingthe server reserves
buffer for it. Theattacker doesnot completetheconnec-
tion. Instead,it issuesmoreTCP SYNs, which leadthe
serverto wasteits memoryandreachits limit for theback-
loggedconnections.SendingsuchSYN requestswith a
high ratekeepstheserver unableto satisfyconnectionre-
questsfrom legitimateusers. Schubaet al. [22] devel-
opeda tool to alleviatetheSYN �ooding attack.Thetool
watchesfor SYN segmentscomingfrom spoofedIP ad-
dressesandsendsTCP RST segmentsto theserver. The
RST segmentsterminatethe half-openconnectionsand
freetheir associatedbuffers.

Othertypesof �ooding attacksincludeTCP ACK and
RST�ooding, ICMP andUDPecho-request�ooding, and

1Throughoutthepaper, we use“domain” to referto anAutonomous
Systems(AS) domain,which is a network administeredby a singleen-
tity.
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Figure 1. Different scenarios for DoS attacks. Attacker A1 launches an attack on the victim V . A1 spoofs
IP address of host H 5 from domain D5. Another attacker A3 uses host H 3 as a re�ector to attack V:

DNS request�ooding [16, 24]. This list is by no means
exhaustive.

A DoSattackcanbemoreseverewhenanattackeruses
multiple hostsover the Internet to storm a victim. To
achieve this, the attacker compromisesmany hostsand
deploys attackingagentson them. The attacker signals
all agentsto simultaneouslylaunchanattackon a victim.
Barros[1] shows thatDDoSattackcanreacha high level
of sophisticationby usingre�ectors. A re�ector is like a
mirror thatre�ects light. In theInternet,many hostssuch
asWebservers,DNS servers,androuterscanbeusedas
re�ectorsbecausethey alwaysreply to (or re�ect) speci�c
typeof packets.Webserversreply to SYN requests,DNS
servers reply to queries,androuterssendICMP packets
(timeexceededor hostunreachable)in responseto partic-
ular IP packets. The attackerscanabusethesere�ectors
to launchDDoSattacks.For example,anattackingagent
sendsa SYN requestto a re�ector specifyingthevictim's
IP addressasthesourceaddressof theagent.There�ec-
tor will senda SYN ACK to the victim. Therearemil-
lions of re�ectors in the Internetandtheattacker canuse
thesere�ectorsto �ood thevictim'snetwork by sendinga
largeamountof packets.Paxson[20] analyzesseveralIn-
ternetprotocolsandapplicationsandconcludesthatDNS
servers,Gnutellaservers,andTCP-basedserversarepo-
tentialre�ectors.

2.2.DetectionApproaches

Thedetectionapproachesrely on �nding themalicious
party who launcheda DoS attackandconsequentlyhold

him liable for the damagehe hascaused.However, pin-
ning the real attacker down is not a straightforward task.
One reasonis that the attacker spoofsthe sourceIP ad-
dressof the attackingpackets. Another reasonis that
theInternetis stateless, which means,whenever a packet
passesthrougha router, the routerdoesnot storeany in-
formation(or traces)aboutthatpacket. Therefore,mech-
anismssuchasICMP tracebackandpacket markingare
devisedto �gure out the realattacker. In this subsection,
we describeseveraltechniquesto identify theattacker af-
ter theattacktook place. We deferthe issueof earlyde-
tectionof anattacktill Section3.

2.2.1. ICMP Traceback

Bellovin [2] proposesthe idea of ICMP tracebackmes-
sages,whereevery router samplesthe forwardedpack-
ets with a very low probability (e.g., 1 out of 20,000)
and sendsan ICMP Tracebackmessageto the destina-
tion. An ICMP Tracebackmessagecontainstheprevious
andnext hop addressesof the router, timestamp,portion
of the tracedpacket, andauthenticationinformation. In
Figure 1, while packets are traversingthe network path
from the attacker A1 to the victim V; the intermediate
routers(R1; R2; R3; R4; R5; and R6) samplesomeof
thesepacketsandsendICMP Tracebackmessagesto the
destinationV: With enoughmessages,thevictim cantrace
the network pathA1 ! V: The pitfall of this approach
is that theattacker cansendmany falseICMP Traceback
messagesto confusethevictim.

To addressDistributedDoS (DDoS) attacksby re�ec-



tors, Barros [1] proposesa modi�cation to the ICMP
Tracebackmessages.In hisre�nement,routerssometimes
sendICMP Tracebackmessagesto the source. In Fig-
ure1, A3 launchesa DDoSattackby sendingTCPSYN
segmentsto the re�ector H 3 specifyingV asthe source
address.H 3, in turn, sendsSYN ACK segmentsto the
victim V: According to the modi�cation, routerson the
pathA3 ! H 3 will sendICMP messagesto thesource,
i.e., to V: This reverse traceenablesthe victim to iden-
tify theattackingagentfrom thesetracepackets. There-
verse trace mechanismdependsonly on the numberof
attackingagents,andnoton thenumberof re�ectors[20].
This achievesscalabilitybecausethenumberof available
re�ectors is much higher than the numberof attacking
agentson theInternet.

Snoerenet al. [23] proposeanattractive hashed-based
systemthatcantracetheorigin of asingleIP packetdeliv-
eredby a network in therecentpast.Thesystemis called
sourcepathisolationengine(SPIE).TheSPIEusesanef-
�cient methodto storeinformationaboutpacketstravers-
ing througha particularrouter. Themethodusesn bits of
thehashedvalueof thepacket to setan index of a 2n -bit
digesttable. Whena victim detectsan attack,a queryis
sentto SPIE,which queriesroutersfor packet digestsof
the relevant time periods. Topology information is then
usedto constructtheattackgraphfrom which thesource
of theattackis determined.

2.2.2. Packet Marking

Insteadof having routerssendseparatemessagesfor the
sampledpackets,BurchandCheswick[5] proposeto in-
scribesomepathinformationinto theheaderof thepack-
ets themselves. This marking can be deterministicor
probabilistic. In the deterministicmarking,every router
marksall packets.Theobviousdrawbackof thedetermin-
istic packetmarkingis thatthepacketheadergrowsasthe
numberof hopsincreaseson the path. Moreover, signif-
icant overheadwill be imposedon routersto mark every
packet.

The probabilistic packet marking (PPM) encodesthe
pathinformationinto a small fractionof thepackets.The
assumptionis thatduringa�ooding attack,ahugeamount
of traf�c travels towardsthevictim. Therefore,thereis a
greatchancethat many of thesepacketswill be marked
at routers throughouttheir journey from the sourceto
the victim. It is likely that the marked packetswill give
enoughinformation to trace the network path from the
victim to thesourceof theattack.

Savageet al. [21] describeef�cient mechanismsto en-
codethepathinformationinto packets. This information
containstheXOR (exclusiveOR)of two IP addressesand
a distancemetric. The two IP addressesarefor the start

andthe endroutersof the link. The distancemetric rep-
resentsthe numberof hopsbetweenthe attacker andthe
victim. To illustratetheidea,considertheattackerA1 and
the victim V in Figure1. Assumethereis only onehop
betweenroutersR3 andR4: If RouterR1 marksapacket,
it will encodetheXOR of R1 andR2 addressesinto the
packet andsetsthedistancemetric to zero,that is, it will
encodethe tuple < R1 � R2; 0 > . Otherrouterson the
pathjust increasethedistancemetricof thispacket,if they
don't decideto mark it again. Whenthis packet reaches
thevictim, it providesthetuple< R1� R2; 5> . Similarly,
somepacketsmaygetmarkedat routersR2; R3; R4; R5;
andR6 andthey will provide thetuples< R2 � R3; 4>;
< R3 � R4; 3 >; < R4 � R5; 2 >; < R5 � R6; 1 >;
< R6; 0>; respectively, whenthey reachthevictim. The
victim can retrieve all routerson the path by XORing
the collectedmessagessortedby distance. (Recall that
Rx � Ry � Rx = Ry.) This approachcanreconstruct
mostnetwork pathswith 95%certaintyif thereareabout
2,000markedpacketsavailableandeventhelongestpath
canberesolvedwith 4,000packets[21]. For DoSattacks,
this amountof packets is clearly obtainablebecausethe
attackerneedsto �ood thenetwork to causeaDoSattack.
(Mooreetal. [16] reportthatsomesevereDoSattackshad
a rateof thousandsof packetsper second.)The authors
describeways to reducethe requiredspaceand suggest
to usethe identi�cation �eld (currentlyusedfor IP frag-
mentation)of IP headerto storetheencodingof thepath
information. They also proposesolutionsto handlethe
co-existenceof markingandfragmentationof IP packets
[21].

Themainlimitation of thePPMapproachesstemsfrom
the fact that,nothingpreventsthe attacker from marking
packets. If a packet marked by the attacker doesnot get
re-marked by any intermediaterouter, it will confusethe
victim andmake it harderto tracethe realattacker. Park
and Lee [17] show that for single-sourceDoS attacks,
PPMcanidentify a small setof sourcesaspotentialcan-
didatesfor a DoSattack.For DDoSattacks,however, the
attacker canincreasethe uncertaintyin localizing the at-
tacker. Therefore,PPM is vulnerableto distributedDoS
attacks[17].

2.3. Prevention Approaches

Preventiveapproachestry to stopaDoSattackby iden-
tifying the attack packets and discarding them before
reachingthevictim. We summarizeseveralpacket �lter -
ing techniquesthatachieve thisgoal.

2.3.1. Ingr essFiltering

Incomingpacketsto a network domaincanbe�ltered by
ingressrouters. These�lters verify the identity of pack-



etsenteringinto thedomain,like animmigrationsecurity
systemattheairport. Ingress�ltering, proposedby Fargu-
sonandSenie[10], is a restrictive mechanismthatdrops
traf�c with IP addressthatdoesnotmatchadomainpre�x
connectedto theingressrouter. As anexample,in Figure
1, theattackerA1 residesin domainD1 with thenetwork
pre�x a.b.c.0/24. Theattacker wantsto launcha DoSat-
tackto thevictim V thatis connectedto domainD4. If the
attacker spoofsthe IP addressof hostH 5 in domainD5,
which hasthe network pre�x x.y.z.0/24, an input traf�c
�lter on the ingresslink of R1 will thwart this spoo�ng.
R1 only allows traf�c originatingfrom sourceaddresses
within thea.b.c.0/24 pre�x. Thus,the �lter prohibitsan
attackerfrom usingspoofedsourceaddressesfrom outside
of thepre�x range.Similarly, �ltering foils DDoSattacks
that employ re�ectors. In Figure1, ingress�lter of D2
will discardpacketsdestinedto there�ector H 3 andspec-
ifying V 0s addressin thesourceaddress�eld. Thus,these
packetswill notbeableto reachthere�ector.

Ingress�ltering candrasticallyreducethe DoS attack
by IP spoo�ng if all domainsuseit. It is hard, though,
to deploy ingress�lters in all Internetdomains. If there
aresomeunchecked points, it is possibleto launchDoS
attacksfrom thatpoints. Unlike ingress�lters, egress�l-
ters[13] resideat theexit pointsof anetwork domainand
checkswhetherthesourceaddressof exiting packetsbe-
longto thisdomain.Asidefrom theplacementissue,both
ingressandegress�lters have similarbehavior.

2.3.2. Route-basedFiltering

Park andLee[18] proposeroute-baseddistributedpacket
�ltering, which rely on route information to �lter out
spoofedIP packets. For instance,supposethat A1 be-
longs to domainD1 and is attemptinga DoS attackon
V thatbelongsto domainD4. If A1 usesthespoofedad-
dressH 5 thatbelongsto domainD5, the�lter at domain
D1 wouldrecognizethatapacketoriginatedfrom domain
D5 anddestinedto V shouldnot travel throughdomain
D1. Then,the�lter at D1 will discardthepacket. Route-
based�lters donotuse/storeindividualhostaddressesfor
�ltering, rather, they usethetopologyinformationof Au-
tonomousSystems(ASes).Theauthorsof [18] show that
with partialdeploymentof route-based�lters, about20%
in the InternetAS topologies,it is possibleto achieve a
good�ltering effect thatpreventsspoofedIP �o ws reach-
ing otherASes.These�lters needto build routeinforma-
tion by consultingBGP routersof differentASes. Since
routeson the Internetchangewith time [19], it is a chal-
lengefor route-based�lters to beupdatedin realtime.

Finally, all �lters proposedin the literatureso far fall
short to detectIP addressspoo�ng from the domain in
whichtheattackerresides.For example,in Figure1, if A1

usessomeunusedIP addressesof domainD1; the �lters
will not be ableto stopsuchforgedpacketsto reachthe
victim V .

3. Monitoring to Detect Service Violations
and DoSAttacks

In this section,we show how network monitoringtech-
niquescanbeusedto detectserviceviolationsandto infer
DoSattacks.We believe thatnetwork monitoringhasthe
potentialto detectDoSattacksin earlystagesbeforethey
severely harm the victim. Our conjectureis that a DoS
attackinjectsa hugeamountof traf�c into the network,
which may alter the internal characteristics(e.g., delay
and loss ratio) of the network. Monitoring watchesfor
thesechangesandour proposedtechniquescan identify
the congestedlinks andthe pointsthat arefeedingthem.
We describethe monitoringschemesin the context of a
QoS-enablednetwork, whichprovidesdifferentclassesof
servicefor differentcosts.Theschemesarealsoapplica-
ble to besteffort (BE) networks to infer DoSattacks,but
not to detectserviceviolationsbecausethereis no notion
of servicedifferentiationin BE networks.

To monitor a domain, we measurethree parameters:
delay, packet loss ratio, and throughput. We refer to
theseparameterscollectively as the servicelevel agree-
ment(SLA) parameters,sincethey indicatewhetherauser
is achieving theQoSrequirementscontractedwith thenet-
work provider. In our discussion,delayis theend-to-end
latency; packet lossratio is de�ned asthe ratio of num-
berof droppedpacketsfrom a�o w2 to thetotalnumberof
packetsof thesame�o w enteredthedomain;andthrough-
put is the total bandwidthconsumedby a �o w insidethe
domain. Delay andlossratio aregoodindicatorsfor the
currentstatusof the domain. This is because,if the do-
mainis properlyprovisionedandno useris misbehaving,
the�o ws traversingthroughthedomainshouldnot expe-
riencehigh delay or loss ratio inside that domain. It is
worth mentioningthatdelayjitter, i.e., delayvariation,is
anotherimportantSLA parameter. However, it is �o w-
speci�c and therefore,is not suitableto usein network
monitoring.

TheSLA parameterscanbeestimatedwith theinvolve-
mentof internal(core)routersin anetwork domainor can
be inferred without their help. We describeboth core-
assistedmonitoringandedge-based(without involvement
of corerouters)monitoringin thefollowing subsections.

2A ¯ow canbe a micro ¯ow with ®ve tuples(addresses,ports,and
protocol) or an aggregate one that is a combinationof several micro
¯ows.
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Figure 2. Inferring loss ratio from the source 0
to receivers R1 and R2.

3.1.Core­basedMonitoring

A core-basedmonitoringschemefor QoS-enablednet-
work is studiedin [11]. In this scheme,thedelayis mea-
suredby having the ingressroutersrandomlycopy the
headerof someof the incoming packets. The copying
dependson a pre-con�guredprobability parameter. The
ingressrouterformsa probepacket with thesameheader
asthedatatraf�c, which meansthattheprobepacket will
likely follow thesamepathasthedatapacket. Theegress
router recognizestheseprobepackets and computesthe
delay.

This monitoringschememeasuresthelossratio by col-
lectingpacket dropcountsfrom corerouters.It thencon-
tactstheingressroutersto getthetotal numberof packets
for each�o w. The lossratio is computedfrom thesetwo
numbers.To measurethethroughput,theschemepollsthe
egressrouters.Theegressrouterscanprovide this infor-
mationbecausethey alreadymaintainthis informationfor
each�o w. This schemeimposesexcessive overheadon
thecorerouters,therefore,it is not scalable.Othermoni-
toringschemesthatinvolvebothcoreandedgeroutersare
proposedin theliterature,seefor example[4, 7, 8].

3.2.Edge­basedMonitoring

We describe two edge-basedmonitoring schemes:
stripe-basedanddistributed. Bothschemesmeasuredelay
andthroughputusingthesametechniquesastheprevious
core-basedscheme.They differ, however, in measuring
thepacket lossratio.
Stripe-basedMonitoring . Thestripe-basedschemein-

fers loss ratio inside a domainwithout relying on core
routers.We show how to infer lossratiosfor unicasttraf-
�c asexplainedin [9] andrefer the readerto [6] for the
multicasttraf�c case.Theschemesendsa seriesof probe
packets,calledastripe,with nodelaybetweenthem.Usu-
ally, astripeconsistsof threepackets.To simplify thedis-
cussion,considera two-leafbinarytreespanningnodes0,
k, R1, R2, asshown in Figure2. Thelossratioof thelink

k ! R1, for instance,canbeestimatedby sendingstripes
from theroot 0 to the leavesR1 andR2. The�rst packet
of a 3-packet stripe is sentto R1, while the last two are
sentto R2. If a packet reachesto any receiver, we canin-
fer that thepacket musthave reachedthebranchingpoint
k. Further, if R2 getsthelast two packetsof a stripe,it is
likely thatR1 receivesthe �rst packet of thatstripe. The
packet lossprobability is calculatedbasedon whetherall
packetssentto R1 andR2 reachtheir destination.Simi-
larly, the lossratio of the link k ! R2 is inferredusing
a complementarystripe, in which the �rst packet is sent
to R2 andthe last two aresentto R1. The lossratio of
thecommonpathfrom 0 ! k canbeestimatedby com-
bining the resultsof the previous two steps.For general
trees,this inferencetechniquesendsstripesfrom theroot
to all orderedpairsof the leavesof the tree. Finally, this
techniqueis extendedin [11] for routerswith activequeue
managementin aQoSdomain.
Distrib uted Monitoring . Thedistributedmonitoringap-
proachisproposedin [12] to furtherreducethemonitoring
overhead.In thismechanism,theedgeroutersof adomain
form anoverlaynetwork on top of thephysicalnetwork.
Figure3(a)showsthespanningtreeof thedomain'stopol-
ogy. The edgeroutersform an overlay network among
themselves,asshown in Figure3(b). This overlayis used
to build tunnelfor probepacketson speci�ed paths.The
internallinks for eachend-to-endpathin theoverlaynet-
work areshown in Figure3(c). In the distributedmoni-
toring approach,anSLA monitor sits at any edgerouter.
Themonitorprobesthenetwork regularly for unusualde-
lay patterns.Thedelayandthroughputmeasurementsare
the sameasdescribedin stripe-basedscheme.The two
schemesdiffer in measuringloss. Sinceserviceviolation
canbedetectedwithoutexactlossvalues,weneedonly to
determinewhetheralink hashigherlossthanthespeci�ed
thresholdor not. Thelink with high lossis referredto asa
congestedlink. Thegoalof thedistributedmonitoringis
to detectall congestedlinks.

Whendelaygoeshigh,theSLA monitortriggersagents
at different edgeroutersto probe for loss. Each edge
routerprobesits neighbors.Let X � bea booleanrandom
variablethatrepresentstheoutputof probe� . X � takeson
value1 if themeasuredlossexceedsthethresholdin any
link throughouttheprobepath,andtakeson 0 otherwise.
For example,if the outcomeof E1 ! E3 probingpath
is 1, it meanseitherE1 ! C1, C1 ! C3, C3 ! E3,
or a combinationof themis congested.If theoutcomeis
0, thende�nitely all internal links arenot congested.In
this way, we write equationsto expressall internal links
in termsof theprobeoutcomes.Solving theseequations
andidentifying thecongestedlinks aredetailedin [12].

The distributedmonitoringschemerequireslessnum-
ber of total probes,O(n), comparedto the stripe-based
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Figure3. Network monitoringusingthedistributedmechanism.

scheme,which requiresO(n2); wheren is thenumberof
edgeroutersin thedomain.Thedistributedschemeis able
to detectviolation in both directionsof any link in the
domain,whereasthe stripe-basedcan detecta violation
only if the�o w directionof themisbehaving traf�c is the
sameasthe probingdirectionfrom the root. To achieve
sameability likedistributedone,thestripe-basedneedsto
probethewholetreefrom severalpoints,which increases
themonitoringoverheadsubstantially.

3.3.Violation and DoSDetection

In boththestripe-basedanddistributed-basedmonitor-
ing schemes,whendelay, loss,andbandwidthconsump-
tion exceedthe pre-de�ned thresholds,the monitor de-
cideson possibleSLA violation. Themonitorknows the
existingtraf�c classesandtheacceptableSLA parameters
perclass.High delayis anindicationof abnormalbehav-
ior inside the domain. If thereis any loss for the guar-
anteedtraf�c classand if the loss ratios of other traf�c
classesexceedcertainlevels,anSLA violation is �agged.
This losscanbecausedby some�o ws consumingband-
width beyond their SLA. Bandwidththeft is checked by
comparingthetotal bandwidthachievedby a useragainst
theuser'sSLA for bandwidth.Themisbehaving �o wsare
controlledat theingressrouters.

To detectDoSattacks,setof links L with high lossare
identi�ed. For eachcongestedlink, l (vi ; vj ) 2 L; the
tree is divided into two subtrees:one formed by leaves

descendantfrom vi andtheotherfrom theleavesdescen-
dantfrom vj . The�rst subtreehasegressroutersasleaves
throughwhich high aggregatebandwidth�o ws areleav-
ing. If many exiting �o ws have the samedestinationIP
pre�x, we caninfer thateitherthis is a DoSattackor the
traf�c is a going to a popularsite [15]. Decisioncanbe
taken with consultingthe destinationentity. If it is an
attack,we canstop it by triggering �lters at the ingress
routersthatareleavesof theothersubtree.

We illustrate a scenarioof detectingand controlling
DoS attack using Figure 3. Suppose,the victim's do-
main D is connectedto the edgerouter E6. The mon-
itor observes that links C3 ! C4 and link C4 ! E6
are congestedfor a time duration � t sec. From both
congestedlinks, we obtainthe egressrouterE6 through
which most of these�o ws are leaving. The destination
IP pre�x matchingat E6 revealsthat an excessamount
of traf�c is headingtowardsthe domainD connectedto
E6. To controltheattack,themonitorneedsto �gure out
throughwhich ingressroutersthesuspected�o ws areen-
tering into the domain. The algorithm to identify these
ingressroutersis discussedin [12]. Themonitoractivates
�lters at theseingressroutersto regulatethe�o wsthatare
destinedto D.

Theadvantageof themonitoring-basedattackdetection
is that the neighbordomainsof the victim candetectthe
attackearlyby observingtheviolationof SLA parameters.
By consultingwith thepotentialvictim, thesedomainscan



Symbol Description Valuesusedin comparison
Psch Processingoverheadfor schemesch –
Csch Communicationoverheadfor schemesch –
M Numberof edgerouters [10 – 20]
N Numberof corerouters 12
F Numberof �o ws enteringthrougheachedgerouter 100,000
P Numberof packetsper�o w 10
p Probabilityto markapacket [0 – 0.20]
� Percentageof misbehaving �o ws [0 – 20%]
h Pathlengthinsideadomainor hopcount 4, 6
s Lengthof astripe 3
f s Frequency of stripeperunit time in stripe-basedmonitoring 20
f d Frequency of probesperunit time in distributedmonitoring 30
� 1 Processingoverheadfor �ltering –
� 2 Processingoverheadfor marking –
� 3 Processingoverheadfor monitoring –

Table1. Symbolsusedin thecomparisonandtheir values.

regulatetheintensityof theattackandevenanearlydetec-
tion canthwart theattack.For eachviolation, themonitor
takesactionssuchas throttling a particularuser's traf�c
usinga �o w controlmechanism.

4. ComparativeEvaluation

In this section,we conducta quantitative analysisof
theoverheadimposedby differentschemesto detectand
prevent DoS attacks. The objective of this compari-
son is to show the characteristicsof eachschemeand
how they behave when different con�guration parame-
tersof a domainarechanged.We do not emphasizeon
numericoverheadvalue of any speci�c scheme,rather,
we draw a relative comparisonamongthem. The com-
parisonprovidesguidelinesfor selectingthe appropriate
scheme,or a combinationof schemes,basedon the re-
quirementsandhow muchoverheadcanbetolerated.The
schemeswe comparehereare: IngressFiltering (Ingf),
route-basedpacket �ltering (Route), tracebackwith prob-
abilisticpacketmarking(PPM), core-basednetwork mon-
itoring (Core), stripe-basedmonitoring(Stripe), anddis-
tributedmonitoring(Distributed).

4.1.Setup

For eachscheme,wecalculatetwo differentoverheads:
processingandcommunication.Theprocessingoverhead
is dueto extra processingrequiredat all routersof a do-
main per unit time. The communicationoverheadis due
to extra packetsinjectedinto a domain.Thecommunica-
tion overheadis computedas the numberof extra bytes
(not packets)injectedperunit time. For processingover-
head,the extra processingat routersmay contain: more
addresslookups,changingsomeheader�elds, checksum

re-computation,andany CPU processingneededby the
scheme. For example, �lters needto check the source
IP addressto verify whethera packet is coming from a
valid source.This requiresoneextra addresslookup (to
checkthe sourceIP address)for eachpacket. The mon-
itoring schemesinject probe packets into the network.
Eachrouter insidea domainrequiresprocessingsuchas
addresslookup,TTL �eld decrement,checksumcompu-
tationfor eachprobepacket. For simplicity, wechargethe
�ltering scheme� 1 processingunits,themarkingscheme
� 2 processingunits,andthemonitoringschemes� 3 pro-
cessingunits for eachpacket processed.We expressthe
processingoverheadin termsof � 1; � 2; and� 3 (process-
ing units), and the communicationoverheadin termsof
thetotal kilobytes(KB) injectedin thedomain.

We considera domainD with M edgeroutersandN
core routers. We assumethere are F �o ws traversing
througheachedgerouter and each�o w hasP packets
on average.We de�ne � asthe percentageof misbehav-
ing �o ws thatmaycauseDoSattacks.We denoteCsch as
the communicationoverheadandPsch asthe processing
overheadrespectively for schemesch. Table1 lists the
variablesusedin thecomparisonandtheir values.

4.2. OverheadCalculation

Filtering and marking techniquesdo not incur any
communicationoverhead.Themonitoringschemeshave
bothprocessingandcommunicationoverhead.

Ingr ess �ltering . The processingoverheadof ingress
�ltering dependson the numberof packets enteringa
domain. It requiresone processingunit to check the
sourceIP addressof every packet. For our domainD,
thetotal enteringpacketsis M � F � P. Thus,thetotal



processingoverheadof ingress�ltering is givenby:

PI ng f = M � F � P � � 1: (1)

Route-based�ltering . We needto deploy ingress�lters
in everydomainin theInternettoeffectivelystopall possi-
bleattacks.Theroute-based�ltering scheme,ontheother
hand,doesnotrequireeverysingledomainto havea�lter .
Park et al. show that placingthis �lter at approximately
20%of all autonomoussystemscanpreventDoSto agreat
extent [18]. For a domainthatdeploys a router-based�l-
ter, theoverheadis thesameastheingress�lter . Globally
speaking,theoverheadof route-based�ltering is one�fth
of theoverheadof ingress�ltering on theaverage.In our
comparison,weuse

PR oute = 0:2 � PI ng f : (2)

Probabilistic packet marking (PPM). PPMdoesnot in-
cur any communicationoverheadbut addsextra � 2 pro-
cessingunitsfor everypacket thatgetsmarkedataninter-
mediaryrouter. PPM might needsophisticatedoperation
suchastakinghashof certainIP �elds. Thetracebackwith
PPMmarkspacketswith aprobabilityp ateachrouteron
thepathto thevictim. If a packet passesthroughh hops,
on theaverage,in thenetwork domainD, theprocessing
overheadis computedas:

PP P M = M � F � P � p � h � � 2 (3)

Core-basedmonitoring. Themonitoringschemesinject
probetraf�c into the network and add processingover-
headsaswell. Thetotalnumberof injectedprobesandthe
sizeof eachprobepacketareusedto calculatethecommu-
nicationoverheadsin termsof bytes. The Core scheme
dependson the numberof packetsthat corerouterssend
to the monitor to report drop history. The drop history
at eachcore router dependson the �o ws traversingthe
network domainand the percentageof these�o ws that
areviolating their SLAs at a particulartime. For thedo-
main D, if d bytes are requiredto record the drop in-
formation of each �o w, then eachcore needsto send
C = max(1; F � � � d

pack et siz e ) controlpacketsto themonitor.
Thepacket size is thesizeof acontrolpacket,whichde-
pendson the MTU of the network. To obtainlossratio,
the monitor queriesall edgesfor packet count informa-
tion of themisbehaving �o ws. Every edgerepliesto this
query. Thetotal numberof packetsexchangedamongall
edgeroutersandthemonitor is (2M + N ) � C packets.
Therefore,thecommunicationoverheadis givenby:

CC or e = (2M + N )� max(1;
F � � � d

packet size
)� packet size;

(4)

andtheprocessingoverheadis givenby:

PC or e = (2M + N ) � max(1;
F � � � d

packet size
) � h � � 3;

(5)
wherepacket size is acon�gurableparameter.

Stripe-based monitoring. In the stripe-basedmoni-
toring scheme,a stripe of s packets is sent from the
monitor to every egressrouter pairs. For the network
domain D, the total number of probing packets is
s � (M � 1) � (M � 2) � f s; wheref s is thefrequency
by which we needto sendstripesper unit time. The
communicationoverheadandtheprocessingoverheadare
shown in equation(6) andequation(7) respectively.

CStr ipe = s� (M � 1)� (M � 2)� f s � packet size; (6)

PStr ipe = s � (M � 1) � (M � 2) � f s � h � � 3: (7)

Distrib uted monitoring. For thedistributedmonitoring,
eachedgerouterprobesits left andright neighbors.If it
requiresf d probesperunit time,thecommunicationover-
headis:

CD istr ibuted = 2 � M � f d � packet size: (8)

On the average,eachprobepacket traversesh hopsand
thustheprocessingoverheadcanbecalculatedas:

PD istr ibuted = 2 � M � f d � h � � 2 (9)

4.3. Resultsand Analysis

To visualizethedifferencesamongall schemes,weplot
theprocessingandcommunicationoverheadfor oneof the
domainshown in Figure1. Usually, DoS attacksaredi-
rectedtowardsaparticularhostor asetof hostsconnected
to a relatively small sizedomain. In theexample,Figure
1, theDoSattackis directedtowardsdomainD4 andthe
attacktraf�c is comingfrom variousotherdomains.For
our comparison,we usetheparameters'valuesshown in
Table1 for domainD . Weusesecasunit time in all com-
parisons.

Figure4 (a) shows theprocessingoverheadin termsof
� 1 for ingress�ltering, route-based�ltering, and PPM
whenpacket markingprobability is variedalong the X-
axis. The route-based�ltering requireslessprocessing
thanmarkingschemefor p � 0:07 becausethis �ltering
schemedoesnot needto bedeployedat all routersof all
domains.Savageet al. usemarkingprobabilityp = 0:04
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Figure 4. The processing overhead per unit time for �lters and probabilistic packet marking (PPM)
schemes. Marking scheme has less processing overhead than �lter ing scheme if the marking proba-
bility is not too high (e.g., p � 0:07).
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Figure 5. The processing and communication overhead for the monitoring schemes when the percentage
of misbehaving �o ws is increased. The Core scheme has less communication overhead than Stripe
scheme for � < 20%. Both Stripe and Distributed schemes have less communication overhead than Core
unless � is very low.



10 11 12 13 14 15 16 17 18 19 20
10

3

10
4

10
5

10
6

Number of Edge Routers

P
ro

ce
ss

in
g 

O
ve

rh
ea

d
Core
Stripe
Distributed

(a)Processingoverhead.

10 12 14 16 18 20
10

1

10
2

10
3

10
4

Number of edge routers

C
om

m
un

ic
at

io
n 

O
ve

rh
ea

d 
in

 K
B

yt
es

Core
Stripe
Distributed

(b) Communicationoverhead.

Figure 6. The processing and communication overhead for the monitoring schemes when the number of
edge routers in a domain is increased. The Core scheme has less processing overhead than both edge-
based schemes when the number of edge routers in the domain is increased. Edge-based schemes
always impose less communication overhead than the Core scheme. The Core might perform better than
Stripe for a large domain (e.g., M > 20) depending on the value of � .

in their tracebackanalysis[21]. Usingthisprobability, the
marking mechanismhaslessoverheadthan others. We
usetwo differentpath lengthsin the plot; one is h = 4
andanotheris h = 6. Thepathlengthdoesnot increase
the overheadsubstantiallybecausethe path length does
not go up very high for a small-sizedomain.Figure4(b)
shows thatwhennumberof edgeroutersareincreasedin
adomaintheprocessingover is increasedfor all schemes.

Figure 5 shows both processingand communication
overheadfor different monitoring schemes. The pro-
cessingoverheadis low for Core schemethanthe Stripe
schemefor � � 20%. This is becausethecontrolpacket
sizeof Core canbe setequalto the maximumtransmis-
sionunit of thenetwork to minimizetotalnumberof pack-
etssent,whereastheprobepacket sizeof theStripeis 20
byteswith 20bytesof IP header. However, if theattackin-
tensityis high, i.e., thevalueof � is high, theoverheadof
Core exceedsthe overheadof both edge-basedschemes.
In this example,probesinjectedby Stripe schemecon-
sumes600K bytesof bandwidthper sec, which is dis-
tributedover all links of thedomain.If all links areOC3
type, on averageeachlink experiencesprobetraf�c less
than0.015%of thelink capacity. TheDistributedscheme
consumestentimeslessthantheStripeonein this setup.
In Figure6, wevarythedomainsizechangingthenumber
of edgerouterswhile keepingthenumberof corerouters
�x ed to N = 12. The percentageof misbehaving traf�c
� is �x ed andequals1%. Figure6 (a) shows that Core
canresult in lesscomputationoverheadthanedge-based

schemeswhenthenumberof edgeroutersincreases.Even
thoughtheoverheadof Coreschemedependsonbothcore
and edgerouters,this schemereducesprocessingover-
headby aggregating�o ws whenit reportsto themonitor.
Whennumberof edgeroutersincreases,overheadfor both
CoreandDistributedschemesincreaselinearly. Theover-
headfor Stripeincreasessubstantiallywith theincreaseof
edgerouters.Dependingon � , Figure6 (b) shows thatthe
communicationoverheadfor Stripemayexceedthecom-
municationoverheadof CorewhenM > 20.

4.4. Summary

We summarizethe important featuresof all schemes
in Table2. Ingress�ltering andcore-assistedmonitoring
schemeshave high implementationoverheadbecausethe
formerneedsto deploy �lters at all ingressroutersin the
Internetandthelatterneedssupportfromall edgeandcore
routersin adomain.But �ltering andmonitoringcanpro-
vide bettersafetycomparedto the tracebackwhich only
canidentify anattacker after theattackhasoccurred.All
monitoringschemesneedclock synchronizationto mea-
sureSLA parameters,which is an extra overhead. But,
they candetectserviceviolationsandDoSattacksaswell.
Filters areproactive in natureandall otherschemesare
reactive. Filters can detectattacksby spoofedpackets
whereastherestof theschemescandetectanattackevenif
theattacker doesnot usespoofedIP addressesfrom other
domains.



Property PPM IngressFiltering Route-based Core-assisted Stripe-based Distributed
Filtering Monitoring Monitoring Monitoring

Overhead attack numberof numberof numberof routers, routers,
dependson volume incoming incoming �o wsviolating topology, topology,

packets packets SLAs attacktraf�c attacktraf�c
Implementation all routers all ingress all routersof all edgeand all edge all edge
overhead edgerouters selective domains corerouters routers routers
Clock — — — atedgeand atedge atedge
synchronization corerouters routers routers
Response reactive proactive proactive reactive reactive reactive
SLA violation no no no yes yes yes
detection
Detectattacks any IP spoofedIP from spoofedIP from any IP any IP any IP
initiatedusing otherdomains otherdomains

Table2. Comparisonamongdifferentschemesto detect/preventserviceviolationsandDoSattacks.

5. Conclusions

We investigatedseveralmethodsto detectservicelevel
agreementviolationsand DoS attacks. We showed that
thereis no singlemethodthat �ts all possiblescenarios.
Speci�cally, in ICMP tracebackandprobabilisticpacket
markingmechanisms,theattackermaybeableto confuse
the victim by sendingfalseICMP tracebackpacketsand
by randomlymarking attackingpackets. Ingress�lters
needglobal deployment to be effective, whereasroute-
based�lters striveagainstthedynamicchangeof therout-
ing information.

We showedthatnetwork monitoringtechniquescanbe
usedtodetectserviceviolationsbymeasuringtheSLA pa-
rametersandcomparingthemagainstthecontractedval-
uesbetweenthe userandthe network provider. We also
arguedthat monitoring techniqueshave the potential to
detectDoS attacksin early stagesbefore they severely
harmthe victim. Our argumentis basedon the fact that
a DoSattackinjectsa hugeamountof traf�c into thenet-
work, which may alter the internal characteristics(e.g.,
delayandlossratio)of thenetwork. Themonitoringtech-
niqueswatchfor thesechangesandidentify thecongested
links, whichhelpsin locatingtheattackerandalertingthe
victim.

Thepresentedcomparativestudyshowedseveralissues.
First, it showedthatwhile markingimposeslessoverhead
than�ltering, it is only a forensicmethod. Filtering, on
theotherhand,is apreventivemethod,which triesto stop
attacksbeforethey harm the system. Second,the core-
basedmonitoringschemehasa high deploymentcostbe-
causeit needsto updateall edgeaswell ascorerouters.
However, thecore-basedschemehaslessprocessingover-
headthanthe stripe-basedschemebecauseit aggregates
�o w informationwhen it reportsto the monitor. Third,

Thestripe-basedmonitoringschemehaslower communi-
cationoverheadthanthecore-basedschemefor relatively
small size domains. For large domains,however, core-
basedmayimposelesscommunicationoverheaddepend-
ing ontheattackintensity. Fourth,Thedistributedscheme
outperformstheothermonitoringschemesin termsof de-
ploymentcostandoverheadin many of thecases.
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