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Abstract

We studythe veri cation of dataintegrity during peer
to-peermediastreamingsessions. Challengesnclude
the timing constraintof streamingas well as the un-
trustworthinessof peers. We shaw the inadequag of
existing authenticatiorprotocols,and propose,Block-
OrientedProbabilisticVeri cation (BOPV), anef cient
protocol that utilizes messagealigestand probabilistic
veri cation. We then proposeOne Time Digest Pro-
tocol (OTDP) and Tree-basedrorward Digest Protocol
(TFDP) to furtherreducethe communicatioroverhead.
A comprehense comparisonis presentedcomparing
the performancef existing protocolsandour protocols,
with respectto overhead securityassurancéevel, and
pacletlosstolerance Finally, simulationandwide-area
experimentsare conductedo evaluatethe performance
of our protocols.

1 Intr oduction

Considethefollowing mediadistribution system:acen-
tral sener (say Hollywood) rst startsthe streaming
distribution of somemedia les. Whentherearesuf-
cientclients(or “peers")in thesystenthathave receved
themediadata,they will begin distributing the mediato
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other peers. However, the distribution is supervisedy
Hollywood: it authenticatesequestingpeersandgives
them credentialdo obtain mediastreamingfrom other
peers Meanwhile thesupplyingpeerswill performme-
dia streamingonly if propercredentialsare presented.
Dueto limited bandwidthof peersa peerto-peer(P2P)
streamingsessiommay involve morethanonesupplying
peer

In such a system, data integrity veri cation poses
challengesFirst, unlike authenticatiorfor Multicast[3,
15, 13], the suppliersin this ervironmentare not as-
sumedto be trusted. During multicast, paclets come
from a trustedsener. In a P2Psystem pacletssigned
by ary arbitrarysuppliermay not be acceptabléo other
peers. Thus, the requestingoeerneedsa point of ref-
erenceto verify the datait recevesfrom the suppliers.
Second,the objective of checkingdataintegrity is not
only to verify thatthe dataarenot corrupted but alsoto
validatethatthe dataarereally whatonehasrequested.
For example,if a peerrequestshe movie Matrix, data
integrity veri cation shouldensurethatthe peeris get-
ting uncorrupteddataof Matrix, notthoseof Star\Wars.
Third, dueto the timing constraintof streamingthein-
tegrity checkhasto be performedwithout causingsig-
ni cant delay The systemhasseveral otherissuessuch
ashow to ensurethatthe clientswill notdistribute their
contentsto their friends. Theseissuesare out of scope
of this paper We focuson the dataintegrity veri cation
in this paper

Unfortunately existing protocolsfor data integrity
veri cation areeitherexpensve or inapplicablefor P2P
streaming. A comprehensie analysisand comparison
will be presentedn Section4. In this paper we adopt
the methodof messageligest,andproposethreeproto-
cols that involve differenttrade-of stratgjies between
degree of assurancecomputationand communication
overhead. We rst proposea Block-OrientedProba-



bilistic Veri cation (BOPV) protocolto verify datain-
tegrity ef ciently. We shaw that probabilisticveri ca-
tion provides high assuranceof dataintegrity and in-
curslow computatioroverhead.Then,we proposeOne
Time DigestProtocol(OTDP) and Tree-basedrorward
DigestProtocol(TFDP)to furtherreducethe communi-
cation overhead. Our protocolswork well with unreli-
abletransportprotocols.This is achieved by usingmul-
tiple hashesor Forward Error Correction(FEC) codes
(appliedonly to digestsnot data).By bothanalysisand
simulation (usingthe 1.3 GB Matrix movie), we shov
thatour protocolsoutperformexisting protocols.

We notethatif the authenticatiorprocesss not re-
quired, we achieve dataveri cation without involving
the Hollywood sener in each session. However, a
trustedparty is requiredto provide a point of reference
for eachmedia le. The referenceinformationwill be
postedon a setof distributedsites. This procesds sim-
ilar as postingthe rendezwus point for an application
layer multicastsystem,or obtaininginformation about
a closeby peerin a peerto-peersystemsuchas PAS-
TRY [20]. Whenapeemwantsto watchamovie, it down-
loads the trustedreferenceinformation and then pro-
ceedswith the proposedorotocols. In this scenariowe
liketo promotethe TFDP protocolbecausd requireso
postonly onesignedhashasa point of reference.We
alsonotethatthe proposedorotocolsarenot limited for
mediastreamingsessions.We imposethe timing con-
straintto make it applicablefor multimediastreaming.
If this restrictionis relaxed, the solutionsstill work. For
example,datasharingin a P2Pervironmentcanusethe
proposedrotocols.

The rest of the paperis organizedas follows: Sec-
tion 2 discusseselatedwork. Section3 provides our
protocolsand discussegrotocol parametercon gura-
tion in orderto obtaindesiredlevel of security Anal-
ysis and comparisonsamong different authentication
schemesrepresentedn Sectiond. Section5 provides
resultsfrom simulationandexperimentsrom wide area
setupof our prototypeimplementation. Finally, Sec-
tion 6 concludeghis paper

2 RelatedWork

One commonway to verify dataintegrity is to let the
sener sign every paclet or hashof eachpaclet with its
private key using RSA digital signature[18]. A peer
cachesthe paclets as well as the signatureswhen it
watchesamediale. Thesignatureslongwith thedata
will beprovidedto otherpeerauponrequestTherecev-
ing peercanverify the digestsusingthe sener's public
key. Themaindrawvbackis thattheRSAsignatureveri -
cationincurshigh computatioroverheadtthereceving
peers.

Gennaroand Rohatgi [6] introducedtechniquesto
sign off-line and online digital streams. This method
is elegant, however, it doesnot toleratepaclet lossand
it has high communicationoverhead. Although one-
time and fast sighatureschemessuchas[11, 14, 17]
can reduce computationand/or communicationover
head thesesignaturesreonly securefor a shortperiod
of time. Rohatgi[19] proposed-time signaturescheme
whichis moreef cient thanone-timesignaturescheme.
Still, theschemeequires300bytesfor eachsignature.

Wong and Lam [21] studied data authenticity and
integrity for lossy multicast ows. They proposed
Merkle's signaturetreeto sign multicaststream.In this
scheme,the root is signedto amortize one signature
over multiple messages.Each paclet containsthe di-
gestsof all nodesnecessanto computethe digest of
the root and the signatureof the root. As a result,the
spacerequirements high: 200 bytesin eachpaclet us-
ing 1024-bitRSA for a tree of 16 paclets. Our TFDP
alsousesMerkle's tree. However, we signi cantly re-
ducethe overheadby sendingthe digestsof onesubtree
beforesendingary data.

Perrigetal. [15, 16] proposedlESLA andEMSSfor
efcient andsecuremulticast. TESLA embedsghe sig-
natureof paclet p; andthekey to verify pacletp; 1 in
paclet pi. Thekey of paclet p; is sentin paclet pj+1 .
Theadwersarywill seethekey but it is too lateto forge
thesignature TESLA requiresstrictorderingof paclets,
which malesit inappropriatefor P2P streamingwhere
paclets are transmittedfrom multiple supplyingpeers.
Furthermorejf supplyingpeersgeneratekeys andsign
the digestslike TESLA, it might not be acceptablgo
other receving peersin a P2P streamingbecausehe



peersare not assumedo be trustworthy. The ef cient

multi-chainedstreamsignaturg EMSS)tolerategaclet
loss by sendingmultiple hasheswith eachpaclet. We
explorethis optionto make our protocolsrobustagainst
pacletlosseduring streaming.

Park etal. [13] proposedSAIDA which leveragesera-
surecodesto amortizea singlesignatureoperationover
multiple paclets. In SAIDA, ablock of a pacletscar
riesthe encodedligestsandsignatureof the block. The
signatureanddigestsarerecoverable jf therecevergets
ary b paclets. This digestencodingis robust against
bursty paclet lossesto a certainlevel. To reduceover
head,FECis usedto encodeonly digestsnot data. We
shaw thatour protocolsincur muchlower overheadhan
SAIDA, yetit achieressatishctorylossresilience.

Horneet al. [9] proposedan escrav serviceinfras-
tructureto verify datain P2P le sharingervironment.
An escrav sener is responsibldor le veri cation and
for paymentto peersthatoffer le sharing.However, it
is not appropriat€for mediastreamingdueto the unac-
ceptabldateny andoverheadof verifying every single
segmentvia the escrav sener. Castroet al. [5] ad-
dressdifferent securityissuesin P2P network routing.
They shaw that self-certifyingdatacanhelp secureP2P
routing. However, they do notaddres$?2Ptransmission
of time-sensitie data. To the bestof our knowledge,
therehasbeenno prior studyspeci cally targetingdata
integrity veri cation for P2Pmediastreaming.

3 ProposedSolution

To designthe protocols,we usemessagealigestinstead
of digital signature becausehe latter hashigh compu-
tation overheadand generatesong signatures.All our
protocolsrequirethat a requestingpeercollectscertain
reference$rom atrustedauthorityfor dataintegrity ver
i cation. Thefollowing modelsareconsideredo design
theprotocaols.

Streaming Model. Let PeerPy requestsa media
le and receves the streamfrom a setof peersP =

that participatein the whole streamingsession.We as-
sumeamedia le is dividedinto asetof M seggmentsas

pj is thej-th paclet of sggmenti. We useblock and
segmentinterchangeablyA seriesof contiguouspack-
etsis referredto asa segmentor block, anda seriesof
sgymentsis referredto asa group. Figure 1 shows this
relationship.
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Figurel: A mediale isdividedinto M | paclets,| con-
tiguous paclets are labeledas a segmentor block, N
contiguoussggmentsare calleda group. Thus,the me-
dia le hastotalM seggmentsandM =N groups.

An entire sggmentcan comefrom one peeror a set
of peerscan contritute to streamone sggment. Multi-
ple peersparticipateto provide partof eachsegmentto
ensurghattherecever obtainsthe dataat the estimated
streamingate.We de ne anactive setof peersP“t who
participatesimultaneoushat ary time of the streaming
session. The streamingprotocolis responsibl€or the
dataassignmento the set P2, For detailsaboutthe
datarate assignmento eachpeer readersare referred
to [8]. The active setcanbe changeddueto changein
network dynamics.Therecever peermight not needto
downloadthe digeststhat are usedfor veri cation if it
alreadyhasthe digestsfrom previous setof peers.

Incentive Model. An incentve mechanismis re-
quiredin this systemto motivate the peersto become
suppliers.Otherwise mostof the peerswill not cooper
ateasit is reportedn [2]. Theincentive modeldescribes
the utility a suppliercanobtainfor becominga supplier
The peercalculatedts costfor storingdataandstream-
ing. If thecostis lessthanthebene t it receves,apeer
decidego cooperateThedetailsof theincentive model
is outof scopeof this paper However, it playsanimpor-
tantroleto actasupplierasanadwersarywherethe peer
claimsit hasthedata,however, it sendgyarbagedataand
triesto receve thebene t.

Adversary Model. In thismodel,ary sender/supplier



of the media le putsgarbagedatain ary segmentat
ary time during transmission.If a supplyingpeercan
successfullysendgarbagedatawithout getting caught
by the receving peer the supplyingpeercanpretendto
have any media le, which foils our objective thatare-
ceiver shouldhave the ability to verify the integrity of
downloadeddata. An adwersarycanintentionally drop
someof its own pacletsor otherspacletsto pretendhat
thenetwork is congested.

3.1 Block-Oriented Probabilistic Veri ca-
tion (BOPV) Protocol

The Block-OrientedProbabilisticVeri cation (BOPV)

Protocoluseghemeritof takinghashof ablock of pack-
ets insteadof hashingone paclet at a time to reduce
communicatioroverhead.The probabilisticveri cation

further reduceshe computationoverheadby verifying

selectve sgmentsinsteadof all sggments. The proba-
bilistic veri cation still provideshigh security First, we

discussaboutthe protocol,andthenwe analyzethepros
andconsof it. The BOPV protocol,shavn in Figure2,

runsasfollows:

5. Verify Digests

Hollywood

Figure 2: Stepsof the BOPV protocolto receve data
andverify digestsby peerPg.

Stepl: PeerPy authenticate#self to the central
Hollywood sener. Thisis doneusingstandardau-
thenticationprocess.

Step2: Thesener providesPy a secretkey K 2
K for eachsegmenti anda messagealigestof the

segmentcomputedas:
Di = h(Kji;Hig; Higs oo HisKi), (D)

whereHj; isthehashof pacletj of segmenti andh
is a hashfunction. Keyed hash[10] canbeusedin-
steadof Equationl. However, we usethis equation
to shav a simpleexamplehow this canbedone.

The sener groupsthe segmentsand provides Py
only n digestoutof theN segmentsn eachgroup.
Thesedigestsare usedasa referenceo verify the
datadownloadedfrom other peers. The commu-
nicationis donesecurely Stepl and Step2 can
be doneusingpublic certi cate or usingPublicand
Private keys of Py andthe sener. Thesekeys are
differentfrom the setof keysK:

Step3: Py giveseachsupplyingpeeroneor more
keys dependingon how mary segmentsthe peers
will provide. Themainpurposeof usingthesekeys
is to ensurethat only a setof peerswho aregiven
keys canparticipatein the streamingprocess.An
arbitraryadwersarycannot fool Py easilybecause
it hasto obtainthekeys rst. Without the keys the
digestsarenotacceptable.

To make the key distribution simple,onekey is as-
signedfor eachsggment. However, an improve-
ment can be done by assigningone key for each
peer In that case,the cachingstratgy might en-
force eachpeerto storea speci ed numberof seg-
mentsto easethe key management.

Step4: Eachsupplyingpeeruseghekeysto gener
atedigestsandsendghemto Py with thesegments.
Thereasonwhy the sendersupplydigestsis two-
fold. First, Py canverify thatthe digestarecoming
from a peerthat knows the keys. Secondandthe
mostimportantreasonis that thesedigestsarere-
quiredin theveri cation processvhensomeof the
pacletsarelost.

Step5: For veri cation, Py computesthe hash
function (Equation(1)) itself and matchesthe re-
sultsagainstthe digestsit recevesfrom the sener.
If thereis a match,all pacletsin the sggmentare
veri ed.
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Figure3: Successfuprobabilityof cheating(without gettingcaught)in differentnumberof segments.N is thesizeof

agroup,n isthenumberof sgmentsareveri ed outof N in probabilisticveri cation, andr isthenumberof sgments
anadwersarywantsto cheatin a group. (a) Increasingnumberof segmentsto verify (n) reducessuccessfutheating
probability (b) X-axisis thenumberof groupsanadwersarytriesto cheatr sggments.Thecheatingorobabilitydrops
exponentiallyin multiple groups. (c) Successfutheatingprobability is very low when 30% or more sggmentsare

corrupted.

Po cangeneratéhosekeys by itself insteadof getting
it from the sener. However, it requiresPy to compute
two hashedo verify eachsegment.

An example: If the sener dividesthe movie Matrix
of size1.3 GB into sggmentsof size1 KB (to tolerate
loss),thisgenerate26 MB digestassumingeachhashis
160bitslong. Po maynotwantto downloadthisamount
of databeforestartingthe streaming.However, if each
segmentcontains32 paclets, Equation(1) reduceghe
volume of digestsby 32 timesto 0.835MB. To fur-
therreducethe overheadthe sener forms groups,with
eachgroupcontainingN segments.For eachgroup,the
sener randomlyselectsn seggmentsout of the N seg-
mentsto generatadigests,and givesthemto Py. Each
supplyingpeerdoesnot know which segmentswill be
testedby Py; andthey senddigestsof all sggments.Pq
veri es theseggmentst getsdigestdrom thesener. Ver-
ifying 8 out of 16 sggmentswill reducethe communi-
cationcostby 200%. Thus,the 26 MB communication
overheads nally reducedo 427 KB. If we furtherin-
creasethe sggmentsizeto 128, we canlower the over
headto 106KB.

Probabilistic veri cation. It provides adjustable
level of security and reducescomputationoverhead.
In general,if a supplier peer wants to tamper with
r segmentsout of (N n) segments, the probabil-

¢,
G)

ity of successfukcheatingis Pr(cheaf) =

(N ) (N n)!
(N n r)y NI'"

Figure 3 shavs how the probability to cheatvaries
with numberof segmentsveri ed by Py with the per
centageof corruptedsegmentsa maliciouspeermaytry
to send.Let N =16 andn=8. If a peertamperswith one
sgyment,the chanceof beingdetectedhis is only 50%.
However, if a peertamperswith 4 segmentsthenmore
than96%of thetime Pq will detectthat. In otherwords,
Po will get12goodsegmentgoutof every 16 segments)
with probability0.96. This probabilitywill reach0.99if
n=9. Therefore thelevel of securitycanbe adjustedby
tuningthevaluesof n andN .

The successfukcheatingprobability drops exponen-
tially whena peerattemptgo cheatin multiple groups.
Eventhe probabilityis only 0.5to detectcheatingwhen
one sggmentis corrupted,the probability of successful
cheatinggoesdown to 0.002whenone sggmentis cor
ruptedin 10groups.Figure3(b) shavsthattheprobabil-
ity of successfutheatingis 0.0008whentwo segments
arecorruptedn six groups.Thus,the computation(and
sometimesommunicationpverheadcanbe reducedo
half, andcheatingcanbe detectedvith avery high prob-
ability atthe sametime.



Onelimitation of theabove protocolis: if ary paclet
is lost, the requestingpeerwill not be ableto verify the
entiresggmentcontainingthelost paclet. An adwersary
canintentionally drop one paclet from eachsegment,
andthewhole streamingprocesss vulnerable.To deal
with paclet lossesdueto anunreliabletransportproto-
col, we applythefollowing two techniques.

Multiple Hashes (MH). Efcient multi-chained
stream signature (EMSS) [16] achiees robustness
against paclet lossesby sendingmultiple hashesof
other paclets with the current paclet. We explore
the similar ideato achieve robustnessof our scheme.
In this approach,the peerssend eachpaclet p; =

thresholdandM; is thedataof j -th pacletfor segment
i. Like Golleetal. [7], we caninserthashesn strat@ic
locationsin a segmentso that the chain of pacletsare
moreresilientto bursty paclet losses.

To verify the pacletsof asegments;, peerPy checks
which paclets of the sggmentit receved andwhich of
themarelost. Whena paclet is lost, its hashwill be
foundin otherpacletsunlesstotal paclet lossof a seg-
ment exceedsthe thresholdt. Py computeshashesof
paclets receved, and usesthe hashprovided by the
sendingpeerfor lost paclets. Thesevaluesareplugged
in Equation(1), andif thisdigestmatcheghedigestpro-
vided by the sener, the peeracceptghe dataotherwise
it rejectsthem.

We provide anexampleto clarify how to usethedigest
scheman alossyervironment. Let,| = 5andt = 2.
Po receves h(Ki;Hi1;Hi2; His; His; His; Ki) from

the sener. The sendingpeer sends[Mi1;Hiz2; Hjs],
[Mi2;His;Hisl,  [Mis;His Hisl,  [Mis; His; Hid],
[Mis;Hi1; Hi2]. If rst and secondpaclets are lost,

Po veri es usinghashedH;; andH;, provided by the
sendingpeerwith 4th and 5th paclets, and computing
hashedor restof the paclets. This examplecantolerate
up to two paclet lossesout of ve paclets. If three
paclets are lost, the peerhasto rejectof ve paclets
of this sgmentbecausét cannot verify the othertwo
paclets.
It meanswe allow t paclet lossesout of | pacletsof

a sgmentandwe perfectly checksthe integrity of rest
|t paclets.Thisscheméncreaseshecommunication

overheadiuringdownloadby -5 wherethejH (:);

is size of a hashfunction andjpj is size of a paclet.
Using morepacletspersegmentsreducegheallowable
paclet loss keepingthe thresholdsame. The threshold
t = 3 for sgmentsize 16 paclets cantoleratealmost
20% paclet loss. It is possibleto tune the systemby
changinghevalueoft andl.

Forward Error Correction (FEC). Park etal. [13]
introducecderasureodeto encodaligestsandsignatures
insteadof datablock. We apply similar ideato encode
the digestsusing Reed-Solomortode. Ef cient imple-
mentationof Reed-Solomortodehasbeenreportedin
[1]. For eachsegment,the peersencodehedigestsinto
a paclets out of which b paclets are sufcient to de-
codethe digests. This schemeis rohust against bursty
pacletlosseshecauseary b pacletscanrecover the di-
gestsof all a paclets. However, if lessthanb paclets
areavailableto the recever, the whole segmentcannot
be veri ed. If b digestsareavailable,Py rst decodes
thedigestsandthenveri es theintegrity of thereceved
pacletsof a sggmentusingEquation(1).

We apply FEC to all our protocols.In Section4, we
comparethe performanceof our protocols(with FEC)
andSAIDA.

3.2 OneTime DigestProtocol (OTDP)

To eliminate the downloading of digestsin Stepl of

Figure 2, we proposethe One Time Digest Protocol
(OTDP).In thisprotocol ,thesenergeneratethedigests
asshavn in Equation(1) for asetof keysK. Thesener

distributesall digeststo differentpeersoff-line. These
arethe peerswho wantto be a supplierin ary stream-
ing session.A suitablecachingtechniquecanbe used
to distribute thesedigests.The keys arenot givento the

peers.A peercannotalterary digestbecausé doesnot

know the keys. The OTDP modi es the basicprotocol
asfollows:

Stepl: WhenP, requestsa media le, it searches
the P2Pnetwork to determinethe supplyingpeers.
Py authenticate#iself with thesener.

Step2: Thesener providesPy a setof keys based
onthesearchresults.

Step3: Py tells peersto senddataanddigests.
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Step4: EachpeerP; sendsothdataanddigeststo
Po.

Step5: Py veri es eachsegmentwith appropriate
keys.

In OTDP, Py downloadsonly a setof keys which is
fairly smallin volumecomparingwith the digestsof all
segments.The integrity veri cation is securedueto the
propertyof securenashfunction. Error correctioncodes
areusedto protectdigestsover lossylinks. The proba-
bilistic veri cation canbe usedto reducecomputation
overheadof Py. The limitation of OTDP is that one
digestcan be usedonly once. When a set of keys is
revealed,thesekeys can not be usedlater; otherwisea
peercanforge digest.However, the cacheof mediadata
thata peerhasis reusable.Whena peerwantsto be a
provider, it collectsafreshsetof digestsfrom thesener
off-line. The sener is requiredto have an ef cient key
managemengchemeo assignkeys to differentpartsof
a movie. Whensomesementsare usedin streaming,
thesenerwill haveto invalidatethosekeys anddigests.

3.3 Tree-basedForward Digest Protocol
(TFDP)

To avoid the digestdownload in Stepl of the BOPV
protocolandto reusehesamedigestsovertime, we pro-
poseTree-basedrorward Digestprotocol. This protocol
usesMerkle's tree,andis similar to Tree-daining pro-
posedoy WongandLam[21] for multicast o ws. How-
ever, our protocoldoesnot signtheroot of every subtree
belongsto eachsegment. We only computedigeststo
form the Merkle's tree. Another differenceis that our
protocol createsone tree for a media le, insteadof a
separateéreefor eachseggment.

In TFDPR a setof digestsis downloaded rst before
downloading the correspondingseggments. This peri-
odical download of digestsdistributesthe communica-
tion overheadover the whole streamingtime and over
all peersparticipatedn the streaming.This protocolis
mostlydesignedo streamamedia le thatis known be-
forehand.

Initially, the sener generateshe Merkle's signature
treefor amedia le. Theleavesof thetreearepaclets
of a sgment. All non-leafnodesof the treerepresent
digestsof leaves of their correspondingubtrees.The
senerenforceaminimumnumberof sggmentgo cache



ateachpeersothattheoverheadf sendingextradigests
is amortizedover agroupof sggments.During a stream-
ing sessionN i, digestsaredowvnloadedbeforedown-

loadingthe original sggments. The parameteN i, is

usedto adjustthe overheadto verify dataintegrity. A

high valueof N, will reducethe overheadhowever,

it will delaythe streamingsession.

We provide asimpli ed examplewith 32 pacletsthat
are part of 8 sggments. Let P; is assignedo provide
thedigestsof rst two segments P, providesdigestsof
next four, andP3; providestherestasshavn in Figure4.
Fromprevioussectionwe know thatasegmentis down-
loadedfrom a setof active peersP?°t. Py, P,, andP;
are membersof P3¢ at different part of the streaming
session. When Py wantsto download seggmentsfrom
Pact P, rst providesall digeststo computethe digest
of the root. In this case,thoseareH;H,, H1o, and
H14. Pg computesHg from H; andH,, Hiz from Hg
andH g, andH 15 from H13 andH 14, andthenveri es
with thedigestsuppliedoy thesener. If thereis amatch,
thebeliefin H 15 is transferredo all hashegprovidedby
P,. Later, the datasentby the active setP3“! is veri ed
segmentby segmentusingH; andH,. P, andP3 act
independentlyn a similar fashion.

Figure4 is abinarytreeif weexcludetheleaves.Each
leaf is a paclet, andthe parentof the leavesrepresent
thedigestsof the segmentshatcontainthe paclets. The
digestof the sgmentis obtainedby taking hashof all
pacletsusingEquation(1). Thesizeof aseggmentneeds
to bechosercarefullyto ensurehatit doesnotintroduce
delayto collect all paclets of a segment. All the seg-
ments(internalnodes)canbe arrangedasa d-ary tree.
The heightof the treewill belog, T, whereF is the
sizeof themedia le. Theextradigestsrequiredto ver-
ify eachsegmepntdependsop,the heightof the tree. It
required 1) logy NmFm ; digestto verify agroupof
Nmin Segments(Theoreml). Thetheoremalsoproves
thatit requiresthe lowestnumberof extra digestsin the
veri cation processwhenthe treeis binary Figure5
shaows that numberof extra digestsrequiredto verify
a groupof Nnin  segmentsis minimizedwhend = 2.
Highervalue of Npin canreducethe requirednumber
of digests,however, it might increaseslelayto dowvn-
loadextra digestsheforedownloadingdata.

Theorem1 TheTFDPrequires(d 1) Iong— extra
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Figure5: Numberof digestsrequiredto verify thesame
numberof sgmentsusingtreeswith differentbases.

digeststo verify a groupof N sggmentsout of total M
segmentsusinga d-ary treewith M leaves. Moreover,
thenumberof extra digestsrequiredis minimumfor d =
2.

Proof: SeeAppendix.

5. Verify Digests
P

Hollywood

Figure6: Stepsof the TFDP to receive dataandverify
digestshy peerPy.

Now, we discussthe stepsof the tree-basedorward
digestprotocol. The TFDP runsasfollows (Figure6):

Stepl: Py authenticategself to the sener.

Step2: ThesenerprovidesPq thedigestof theroot
of theMerkle'stree.

Step3: Py tells eachpeerP; out of the active set
Pt to forwardthe digeststhatarerequiredto ver-
ify theNnin se@gmentsassignedo theactive set.



Step4: PeerP; providesthe digestsof all leaves
of the subtreeit hasanddigestsof all otherinter
nal nodesto computethe root. Thesedigestsare
obtainedfrom thesener off-line.

Step5: If the computeddigestat P; matcheshe
root digestobtainedfrom the sener, Py will allow
P; to sendthedata.P, cantrustthedigestsof each
segmentof the N, segmentsbecausehe com-
puteddigestmatcheghedigestof theroot.

Stepb: Py signalsthepeerghatthedigestsare ne,
andrequestshemto senddata.

Step7: The peerssenddata,andPy canverify ev-
ery sgmentindividually.

Toreducethedelayin Step4, we cantunethevalueof
Nmin . Forexample,if Nmin is 64 segmentsthenSteps
downloadsN nin + Iog(NmFin ;) digestswhichis equal
to 75 digestsi.e. 1500 Bytesfor our example. Down-
loadingthis digesttakesvery little time for Po. All di-
gestsaredownloadedusingTCPto ensurenoneof them
is lost. The communicatioroverheads proportionalto
the heightof thetree.

An importantadwantageof TFDP is that download-
ing digestsis distributed over all peers. The TFDP re-
quiresto verify only onesignaturefor the whole media
le whereasTreechainingor SAIDA requiresto verify
onesignaturefor eachsggment. This schemedoesnot
useseparatekey for eachsegmentor peer Instead,a
uniqueidenti er is usedfor eachmovie to computethe
digests.

4 Analysisand Comparison

In [13], the authorsshawv that SAIDA performsbetter
than EMSS[16] and augmentecthaining[7] to toler
ate bursty paclet loss. We compareour three proto-
cols with SAIDA and Tree chaining[21]. We evalu-
ate the overheadof Block-OrientedProbabilisticVeri-
cation (BOPV) with its variationsthatintegratemulti-
ple hashe§MH) andFEC codes.The OneTime Digest
Protocol(OTDP) andTree-basedrorward DigestProto-
col (TFDP)useFECto achieve robustnessgainstbursty
pacletlosses.

We compareboth communicationand computation
overheadamong all protocols. The communication
overheadis the extra bytes per paclet Py requiresto
downloadfrom otherpeersandthe sener to verify data
integrity. The computationoverhead(at therecever) is
dueto hashcomputationsignatureveri cation, andFEC
decoding Beforethecomparisonywe shav theoverhead
computatiorfor eachprotocol.

Tree chainingdoesnot requireto dowvnloadary ref-
erencedigest from the sener, however, they require
to download the public key (usually 128 bytes)of the
sener to verify the signature. The receving peerPq
downloadd log| digestdor eachsegment,wherel isthe
sizeof a sggmentin termsof paclets. Eachpaclet car
ries one 1024-bitsignature.Thus,for eachsegmentPy
downloads20 logl + 129 bytes. All avorsof BOPV
download one digestand one key from the sener for
eachsggment.Thedownloadingoverheadrom thesup-
pliers is high for multiple hashes. The OTDP down-
loadsonly keys from the sener. Besidesthat BOPV
and OTDP have similar communicatioroverhead.The
TFDP downloadsonly one digest (20 bytes)from the
sener. However, it needsl + — log(™—) extradi-
gestsfor eachsegment. Again, digestof eachsegment
is encodedvith FEC.We de ne , theoverheaddueto
FECas:

_ total pacletssentperblock )
" total pacletsrequiredto reconstructhe blockéz)
Thus, the total communicatioroverheadof TFDP is
20( + 1+ gi—log(x“—)) bytesperseggment.Only
TreechainingandSAIDA needto verify signaturesThe
SAIDA downloadsone signatureper segment, and it
usesFEC.Thus,it requires(20l + 128) bytesof over
headfor eachsegment. All schemewerify theintegrity
of eachsggmentbasedon the digestcomputation.Tree
chainingand TFDP have similar numberof digestcom-
putationbecauséothof themuseMerkle'stree.Others
have almostsamenumberof digestcomputation. Ta-

ble 1 providesa summaryfor differentprotocols.

Communication Overhead Comparison. In tree
chaining,eachpaclet carries20log| + 128bytesof ex-
trainformation,whichis signi cantly high. The SAIDA
reducesthe communicationoverheadby amortizing a



Allow Download Download # of Hash # of Hash Signat | Verify sign | Decode | Security

paclet | sener! Pg P! Po computation | computation sener atpeers atPo

loss (Bytes) (Bytes) atsener atPg
Treechaining | YES 0 20M llog | M2l 1) M2l 1) M M — deterministic
(1024bit) +128 M |
BOPV NO (20 + K)Mv | 20M M v M v — — — probabilistic
BOPV+MH YES (20 + K)Mv | 20M It Mv(l + 1) Mv(l + 1) — — — probabilistic
BOPV+FEC | YES 20+ K)Mv | 20M | Mv(l+ 1) | Mv(l+ 1) — — M probabilistic
OTDP YES K Pm 20M | M (I + 1) Mv(l + 1) — — M probabilistic
TFDP YES 20 20M |+ 20X 2M | 2Mv(l + 1) | — — M probabilistic
SAIDA YES 0 (201 + 128)M M(l+ 1) M (I + 1) M M M deterministic

Table1: Comparisoramongdifferentschemedo authenticata stream.M is total numberof sgmentin a le, | is

thesizeof asegmentin paclets,v is the probabilityto verify a segment,
key, Nmin is theminimumnumberof sggmentapeercachesandX = M +
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Figure7: OverheademongTreechaining,BOPV with multiple hasheandFEC,OTDP, TFDPR, andSAIDA for maovie
Matrix of size,F=1.3GB. Thecommunicatioroverheads shavn perpaclket andthe computatioroverheads for the
entire le. TheBOPV+FECandOTDP have samecomputatioroverheadLeft gure doesnot shav Treechainingto

highlight others.

signatureover all paclets of a sgment. The BOPV
with multiple hashhas high communicationoverhead
becauseeach paclet carriesmultiple digestsof other
pacletsto toleratepaclet loss. Our experimentsshav
that FECrequiredessoverheadthanmultiple hashego
toleratesamebursty losses. The OTDP hasthe lowest
communicatioroverheadwhich is not surprising. This
protocol usesone digestand someextra decodeinfor-
mationfor eachpaclet, which is minimal for the veri -
cationprocessThe TFDP builds atreeof heightlogM ,
which is larger thanthe heightof the subtreeduilt by
Tree chaining. However, the TFDP reducesthe over-
headby combiningN i, segmentstogetherto make a
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group. Then,it downloadsthe necessargligeststo ver
ify all sggmentsof the group. This reduceghe height
of the veri cation treefrom logM to log N’\nf' . In ad-
dition, the TFDP doesnot usesignature which reduces
the overheadsigni cantly. The SAIDA actssimilarly as
TFDPR however, onesignatureper sggmentincreasests

overhead.

Figure 7 shaws the analyticalcomparisonof differ-
ent protocolsfor the movie Matrix. Figure7(a) shavs
that communicationoverheadcan be reducedsigni -
cantlyif FECis usedto encodedigestsandsignatures.
The Tree chaininghas extremely high communication
overhead(208 B, for 1=16, not shavn in Figure7). In



OTDP, eachpaclet carriesonly 27B extra information.
The TFDP and BOPV (both with MH and FEC) have
moreoverheadhanOTDP, however, lessoverheadhan
the SAIDA. Theoverheadf theseprotocolsarecloseto
eachotherwhenthe sggmentsizeis large.

Computation Overhead.  First, we describethe
setupthatis usedto comparethe computationoverhead
of all protocols.We useopenSSLcryptolibrary to cal-
culate SHA-1 hash,RSA sign, and RSA verify. The
Caucly-basedRreed-Solomorode[1] is usedto encode
digestgn ourprotocolsandin SAIDA. Tornadocode[4]
isamoreef cient erasureodethanReed-Solomorode
to encode/decodeulk sizedata.Our goalis to compare
two protocols,andthus coding schemedoesnot affect
our objective. The computatiortime for hash,sign,ver
ify, encodeanddecodds obtainedusinga700MHz PC
with 256 MB RAM running Linux without ary back-
groundprocess.

TheBOPV with multiple hashesequiresonly M (I +
1) hashcomputation.The Tree chainingdoesnot have
computationoverheadfor coding, however, it requires
one signaturefor each segment, which increaseshe
overheadsigni cantly. The Tree chaininghasM sub-
treesandeachtreeevaluate®2l 1 hashfunction,which
is closeto the value of TFDRP. The TFDP requiresto
computehighestnumberof hashfunctions2M (I + 1),
which is twice ashigh asthe computationfor SAIDA.
Amongall theschemesve comparepnly Treechaining
andSAIDA usedigital signatures.

Figure 7(b) shavs that the BOPV with multiple
hashedasthe lowestcomputationoverhead.If FECis
used,the computationoverheadncreasewith the sey-
mentsize, becausehe decodemeedsto decodemore
paclets within a block. The computationoverheadin
Tree chainingis reducedby cachingdigestscarriedby
previous paclets. This cacheis usedto verify upcom-
ing paclets of a block. The overheaddecreasesvith
thesegmentsize,however, its highcommunicatiorover
headmalesthis solutionhardto deploy in P2Pstream-
ing. Both TFDP and SAIDA usescodingto copewith
pacletlossesTheSAIDA hashighercomputatiorover
headthanTFDPbecaus¢he SAIDA hasto verify signa-
turefor eachsegment.Verifying asignaturdakeslonger
time thanverifying adigest. The TFDP hashighercom-
putationoverheadhanBOPV (bothwith MH andFEC)
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and OTDP becaus€eTFDP sendsfew more digestsfor
every Nmin  segments. We prefer TFDP over thembe-
causeunlike BOPV, TFDP reduceghe initial commu-
nicationoverheadbetweerreceving peerandthesener
and TFDP doesnot have the limitation of OTDP to use
eachdigestonly once.Ontheotherhand theBOPVand
OTDP arelesscomple in nature.

5 Simulation and Implementation

We conductsimulationsusing the ns-2[12] simulator
In this simulation, one peerreceves streamingmedia
from ve peersat the sametime. The inboundlink of
the requestingoeeris lossy Like SAIDA, we useTwo-
stateMarkov lossmodelto introduceburstypacletloss
in the sharedink. The parameter®f Markov modelis
Prfnolosgy = 0:95andPrflosg = 0:05. Theshared
link incurs paclet loss rate of 25%. We calculatethe
fractionof veri able pacletsby

1 X numberof veri able pacletsin sgment
M - numberof pacletsrecevedin segment
3)

We compareSAIDA and OTDP in the simulation.
The TFDP usesTCP to download digests,andthe rest
of the procesds sameasthe OTDP regardingthe com-
putationof V. The outcomeof the simulationis shavn
in Figure8. The digestsandsignaturesareencodedo
tolerate37.5%paclet lossrate. We obsenre thatdueto
burstinesssomesagmentshave low paclet veri ability .
The reasonwhy OTDP performsbetteris that SAIDA
sendsslightly moredatathanOTDP dueto RSA signa-
turefor eachsegment.

We aredeveloping CollectCasthasedstreamingsys-
tem, called PROMISE [8] to provide high quality me-
dia streaming.lt exploits network dynamics,quality of
pathsfrom sendingpeersto the recever, andavailabil-
ity of the peersto make a setof peersavailablethatcan
provide desiredstreamrate. Eachof the proposedoro-
tocolscanbe pluggedinto PROMISE to verify datain-
tegrity in mediastreaming.We are evaluatingour pro-
totypeby conductingexperimentsn PlanetLaltest-bed.
PlanetLabhashundredsof nodesin the USA, Europe,
andAsia. We usea Berkeley nodeasa recever. Nodes
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Figure 8: Packets veri cation probability at the re-
ceiver. More than 97% receved paclets are veri ed
using OTDP. TFDP alsohassimilar performance.The
TFDP and OTDP vary in gettingthe referencedatato

verify integrity.

from Purdue MIT, BostonUniversity, UK, and Taiwan
areusedassendersn this setup.

Figure9 shavs two PlanetLalexperiments Both can
tolerateupto 20%pacletlossdueto FEC.If thelossrate
is morethan 20% for a certaintime, an entire segment
of the pacletsis not veri able. Both experimentshave
similar lossrate. Exp 1 canverify almostall the pack-
etsthroughoutthe experimentandthusthe veri cation
probabilityis 1.0 for mostof the time. Sometimesthe
lossgoesashigh as40% andthe probability goesdown
to 0.9. In this case we have to throw out coupleof seg-
ments. Exp 2 experiencedew more glitchesthan Exp
1. If thelosscontinuesfor a while, the supplieron the
congestegathis replacedwith a betterone. The wide
areaexperimentshavsthatwith FEC,thedataintegrity
veri cation schemeachievesvery high probability

6 Conclusion

For P2Pmediastreaming,dataintegrity veri cation is
animportantsecurityissue.However, it receveslessat-
tentionthanotherP2Psecurityissues.In this paperwe
proposeef cient protocolsto verify dataintegrity during
P2PmediastreamingsessionsOur probabilisticpaclet
veri cation protocol BOPV tunesthe securityand cor-
respondingoverhead. The proposedOne Time Digest
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Figure9: Pacletsveri cation probability atthe recever
in thewide areasetup.

Protocol(OTDP) andTree-basedrorward DigestProto-
col (TFDP)have verylow communicatioroverheadand
toleratehigh paclet losseswith reasonableomputation
overhead. The FEC codescanssigni cantly reducethe
communicatioroverheadto toleratepaclet loss. How-
ever, we shaw thatit increaseshecomputatioroverhead
whenmary pacletsareaggreatedinto oneblockin or-
derto amortizea signatureover large block. Our sim-
ulationandimplementatiorresultsshav thata peercan
verify 97% of pacletseven undera paclet lossrate of
25%.
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Appendix

Proof: Theorem 1. Theheightof a d-arytreeT with
M leavesis logy M . Theheightof the subtreeT; with



N leavesis logy N . To verify theroot of T;, we need
(d 1) digestsfrom eachinternalnodeof thetreeT
T1. Theheightof thetreeT  T; having ",{I'— leavesis
logy "N"— Thus, thetotal extra digestsrequiredto verify
N segmentss (d 1) logy ¥ .

To prove the secondpart, we shav that highervalue
of d of a d-ary tree requiresmore digeststo verify
the sameset of sggments. It is sufcient to shawv that
dilogy, Y > dzlogy, Y,forY > Oandd; > d» 2

p 2P .
np > »w;forsomep landn> 1

log, d : - =
) Wola. > & letp = logd; andnp = log, ds.

Asn>1, np>p, d;>d;
dy log, d
) dillogidf>1
Y
) $ogty > LforayY >0

) di Iog;1 Y > dylogy, Y.
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