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Abstract

We studythe veri�cation of dataintegrity during peer-
to-peermediastreamingsessions.Challengesinclude
the timing constraintof streamingas well as the un-
trustworthinessof peers. We show the inadequacy of
existing authenticationprotocols,and propose,Block-
OrientedProbabilisticVeri�cation (BOPV),anef�cient
protocol that utilizes messagedigestand probabilistic
veri�cation. We then proposeOne Time Digest Pro-
tocol (OTDP) andTree-basedForward DigestProtocol
(TFDP) to further reducethecommunicationoverhead.
A comprehensive comparisonis presentedcomparing
theperformanceof existingprotocolsandourprotocols,
with respectto overhead,securityassurancelevel, and
packet losstolerance.Finally, simulationandwide-area
experimentsareconductedto evaluatethe performance
of ourprotocols.

1 Intr oduction

Considerthefollowingmediadistributionsystem:acen-
tral server (say, Hollywood) �rst starts the streaming
distribution of somemedia�les. Whentherearesuf�-
cientclients(or `peers')in thesystemthathavereceived
themediadata,they will begin distributing themediato
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otherpeers.However, the distribution is supervisedby
Hollywood: it authenticatesrequestingpeersandgives
themcredentialsto obtainmediastreamingfrom other
peers.Meanwhile,thesupplyingpeerswill performme-
dia streamingonly if propercredentialsare presented.
Dueto limited bandwidthof peers,a peer-to-peer(P2P)
streamingsessionmayinvolve morethanonesupplying
peer.

In such a system,data integrity veri�cation poses
challenges.First,unlike authenticationfor Multicast[3,
15, 13], the suppliersin this environmentare not as-
sumedto be trusted. During multicast,packets come
from a trustedserver. In a P2Psystem,packetssigned
by any arbitrarysuppliermaynot beacceptableto other
peers. Thus, the requestingpeerneedsa point of ref-
erenceto verify the datait receivesfrom the suppliers.
Second,the objective of checkingdataintegrity is not
only to verify thatthedataarenot corrupted,but alsoto
validatethat thedataarereally whatonehasrequested.
For example,if a peerrequeststhe movie Matrix, data
integrity veri�cation shouldensurethat the peeris get-
ting uncorrupteddataof Matrix, not thoseof StarWars.
Third, dueto thetiming constraintof streaming,the in-
tegrity checkhasto be performedwithout causingsig-
ni�cant delay. Thesystemhasseveralotherissuessuch
ashow to ensurethat theclientswill not distributetheir
contentsto their friends. Theseissuesareout of scope
of this paper. We focuson thedataintegrity veri�cation
in thispaper.

Unfortunately, existing protocols for data integrity
veri�cation areeitherexpensive or inapplicablefor P2P
streaming. A comprehensive analysisand comparison
will be presentedin Section4. In this paper, we adopt
themethodof messagedigest,andproposethreeproto-
cols that involve different trade-off strategies between
degreeof assurance,computationand communication
overhead. We �rst proposea Block-OrientedProba-
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bilistic Veri�cation (BOPV) protocol to verify datain-
tegrity ef�ciently . We show that probabilisticveri�ca-
tion provides high assuranceof data integrity and in-
curslow computationoverhead.Then,we proposeOne
Time DigestProtocol(OTDP) andTree-basedForward
DigestProtocol(TFDP)to furtherreducethecommuni-
cationoverhead.Our protocolswork well with unreli-
abletransportprotocols.This is achievedby usingmul-
tiple hashesor Forward Error Correction(FEC) codes
(appliedonly to digests,not data).By bothanalysisand
simulation(using the 1.3 GB Matrix movie), we show
thatourprotocolsoutperformexistingprotocols.

We note that if the authenticationprocessis not re-
quired, we achieve dataveri�cation without involving
the Hollywood server in each session. However, a
trustedparty is requiredto provide a point of reference
for eachmedia�le. The referenceinformationwill be
postedon a setof distributedsites.This processis sim-
ilar as postingthe rendezvous point for an application
layer multicastsystem,or obtaininginformationabout
a closeby peerin a peer-to-peersystemsuchasPAS-
TRY [20]. Whenapeerwantsto watchamovie, it down-
loads the trustedreferenceinformation and then pro-
ceedswith theproposedprotocols.In this scenario,we
like to promotetheTFDPprotocolbecauseit requiresto
postonly onesignedhashasa point of reference.We
alsonotethat theproposedprotocolsarenot limited for
mediastreamingsessions.We imposethe timing con-
straint to make it applicablefor multimediastreaming.
If this restrictionis relaxed,thesolutionsstill work. For
example,datasharingin a P2Penvironmentcanusethe
proposedprotocols.

The rest of the paperis organizedas follows: Sec-
tion 2 discussesrelatedwork. Section3 provides our
protocolsand discussesprotocol parametercon�gura-
tion in order to obtaindesiredlevel of security. Anal-
ysis and comparisonsamong different authentication
schemesarepresentedin Section4. Section5 provides
resultsfrom simulationandexperimentsfrom widearea
setupof our prototypeimplementation. Finally, Sec-
tion 6 concludesthispaper.

2 RelatedWork

One commonway to verify dataintegrity is to let the
server signevery packet or hashof eachpacket with its
private key using RSA digital signature[18]. A peer
cachesthe packets as well as the signatures,when it
watchesamedia�le. Thesignaturesalongwith thedata
will beprovidedto otherpeersuponrequest.Thereceiv-
ing peercanverify thedigestsusingtheserver's public
key. Themaindrawbackis thattheRSAsignatureveri�-
cationincurshighcomputationoverheadatthereceiving
peers.

Gennaroand Rohatgi [6] introducedtechniquesto
sign off-line and online digital streams. This method
is elegant,however, it doesnot toleratepacket lossand
it has high communicationoverhead. Although one-
time and fast signatureschemessuch as [11, 14, 17]
can reducecomputationand/or communicationover-
head,thesesignaturesareonly securefor a shortperiod
of time. Rohatgi[19] proposedk-timesignaturescheme
which is moreef�cient thanone-timesignaturescheme.
Still, theschemerequires300bytesfor eachsignature.

Wong and Lam [21] studied data authenticity and
integrity for lossy multicast �o ws. They proposed
Merkle's signaturetreeto signmulticaststream.In this
scheme,the root is signedto amortizeone signature
over multiple messages.Eachpacket containsthe di-
gestsof all nodesnecessaryto computethe digestof
the root andthe signatureof the root. As a result, the
spacerequirementis high: 200bytesin eachpacket us-
ing 1024-bitRSA for a treeof 16 packets. Our TFDP
alsousesMerkle's tree. However, we signi�cantly re-
ducetheoverheadby sendingthedigestsof onesubtree
beforesendingany data.

Perrigetal. [15, 16] proposedTESLA andEMSSfor
ef�cient andsecuremulticast. TESLA embedsthe sig-
natureof packet pi andthekey to verify packet pi � 1 in
packet pi . The key of packet pi is sentin packet pi +1 .
Theadversarywill seethekey but it is too late to forge
thesignature.TESLArequiresstrictorderingof packets,
which makes it inappropriatefor P2Pstreamingwhere
packetsare transmittedfrom multiple supplyingpeers.
Furthermore,if supplyingpeersgeneratekeys andsign
the digestslike TESLA, it might not be acceptableto
other receiving peersin a P2P streamingbecausethe
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peersarenot assumedto be trustworthy. The ef�cient
multi-chainedstreamsignature(EMSS)toleratespacket
lossby sendingmultiple hasheswith eachpacket. We
explorethis optionto make our protocolsrobustagainst
packet lossesduringstreaming.

Parketal. [13] proposedSAIDA which leveragesera-
surecodesto amortizea singlesignatureoperationover
multiple packets. In SAIDA, a block of a packetscar-
riestheencodeddigestsandsignatureof theblock. The
signatureanddigestsarerecoverable,if thereceivergets
any b packets. This digestencodingis robust against
bursty packet lossesto a certainlevel. To reduceover-
head,FECis usedto encodeonly digests,not data.We
show thatourprotocolsincurmuchloweroverheadthan
SAIDA, yet it achievessatisfactorylossresilience.

Horneet al. [9] proposedan escrow serviceinfras-
tructureto verify datain P2P�le sharingenvironment.
An escrow server is responsiblefor �le veri�cation and
for paymentto peersthatoffer �le sharing.However, it
is not appropriatefor mediastreamingdueto theunac-
ceptablelatency andoverheadof verifying every single
segmentvia the escrow server. Castroet al. [5] ad-
dressdifferent securityissuesin P2Pnetwork routing.
They show thatself-certifyingdatacanhelpsecureP2P
routing.However, they donotaddressP2Ptransmission
of time-sensitive data. To the bestof our knowledge,
therehasbeenno prior studyspeci�cally targetingdata
integrity veri�cation for P2Pmediastreaming.

3 ProposedSolution

To designtheprotocols,we usemessagedigestinstead
of digital signature,becausethe latterhashigh compu-
tation overheadandgenerateslong signatures.All our
protocolsrequirethat a requestingpeercollectscertain
referencesfrom atrustedauthorityfor dataintegrity ver-
i�cation. Thefollowing modelsareconsideredto design
theprotocols.

Streaming Model. Let PeerP0 requestsa media
�le and receives the streamfrom a set of peersP =
f P1; P2; : : : ; Pm g, wherem is thetotalnumberof peers
that participatein the whole streamingsession.We as-
sumeamedia�le is dividedinto asetof M segmentsas
S = f s1; s2; : : : ; sM g: Eachsegmentconsistsof l pack-
ets.We expresssegmentsi = f pi 1; pi 2; : : : ; pil g, where

pij is the j -th packet of segmenti . We useblock and
segmentinterchangeably. A seriesof contiguouspack-
etsis referredto asa segmentor block, anda seriesof
segmentsis referredto asa group. Figure1 shows this
relationship.

Group
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Group Group Group Group

Segment

Packet PacketPacket Packet1

or Block
Segment Segment

Media File
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2
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or Block or Block or Block

Segment3 N
N
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Figure1: A media�le is dividedinto M l packets,l con-
tiguouspackets are labeledas a segmentor block, N
contiguoussegmentsarecalleda group. Thus,theme-
dia �le hastotalM segmentsandM =N groups.

An entiresegmentcancomefrom onepeeror a set
of peerscancontribute to streamonesegment. Multi-
ple peersparticipateto provide partof eachsegmentto
ensurethatthereceiver obtainsthedataat theestimated
streamingrate.Wede�ne anactivesetof peersPact who
participatesimultaneouslyat any time of the streaming
session.The streamingprotocol is responsiblefor the
dataassignmentto the set Pact . For detailsaboutthe
datarateassignmentto eachpeer, readersare referred
to [8]. The active setcanbe changeddueto changein
network dynamics.Thereceiver peermight not needto
downloadthe digeststhat areusedfor veri�cation if it
alreadyhasthedigestsfrom previoussetof peers.

Incentive Model. An incentive mechanismis re-
quired in this systemto motivate the peersto become
suppliers.Otherwise,mostof thepeerswill not cooper-
ateasit is reportedin [2]. Theincentivemodeldescribes
theutility a suppliercanobtainfor becominga supplier.
Thepeercalculatesits costfor storingdataandstream-
ing. If thecostis lessthanthebene�t it receives,a peer
decidesto cooperate.Thedetailsof theincentive model
is outof scopeof thispaper. However, it playsanimpor-
tantrole to actasupplierasanadversary, wherethepeer
claimsit hasthedata,however, it sendsgarbagedataand
triesto receive thebene�t.

Adversary Model. In thismodel,any sender/supplier
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of the media�le puts garbagedata in any segmentat
any time during transmission.If a supplyingpeercan
successfullysendgarbagedatawithout getting caught
by thereceiving peer, thesupplyingpeercanpretendto
have any media�le, which foils our objective thata re-
ceiver shouldhave the ability to verify the integrity of
downloadeddata. An adversarycanintentionallydrop
someof its own packetsor otherspacketsto pretendthat
thenetwork is congested.

3.1 Block-Oriented Probabilistic Veri�ca-
tion (BOPV) Protocol

The Block-OrientedProbabilisticVeri�cation (BOPV)
Protocolusesthemeritof takinghashof ablockof pack-
ets insteadof hashingone packet at a time to reduce
communicationoverhead.Theprobabilisticveri�cation
further reducesthe computationoverheadby verifying
selective segmentsinsteadof all segments.The proba-
bilistic veri�cation still provideshighsecurity. First,we
discussabouttheprotocol,andthenweanalyzethepros
andconsof it. TheBOPV protocol,shown in Figure2,
runsasfollows:

4.
 D

at
a 

an
d 

di
ge

st
s

5. Verify Digests

3.
 K

ey
s

4.
3.

2. K
eys and D

igest

4.

3.

1. A
uthentication

j
P

iP

0

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

�����

Hollywood

P

Figure 2: Stepsof the BOPV protocol to receive data
andverify digestsby peerP0.

� Step1: PeerP0 authenticatesitself to the central
Hollywoodserver. This is doneusingstandardau-
thenticationprocess.

� Step2: The server providesP0 a secretkey K i 2
K for eachsegmenti anda messagedigestof the

segmentcomputedas:

D i = h(K i ; H i 1; H i 2; : : : ; H il ; K i ); (1)

whereH ij is thehashof packetj of segmenti andh
is ahashfunction.Keyedhash[10] canbeusedin-
steadof Equation1. However, weusethisequation
to show asimpleexamplehow thiscanbedone.

The server groupsthe segmentsand provides P0

only n digestsoutof theN segmentsin eachgroup.
Thesedigestsareusedasa referenceto verify the
datadownloadedfrom other peers. The commu-
nication is donesecurely. Step1 and Step2 can
bedoneusingpubliccerti�cate or usingPublicand
Privatekeys of P0 andthe server. Thesekeys are
differentfrom thesetof keys K :

� Step3: P0 giveseachsupplyingpeeroneor more
keys dependingon how many segmentsthe peers
will provide. Themainpurposeof usingthesekeys
is to ensurethat only a setof peerswho aregiven
keys canparticipatein the streamingprocess.An
arbitraryadversarycannot fool P0 easilybecause
it hasto obtainthekeys �rst. Without thekeys the
digestsarenotacceptable.

To make thekey distribution simple,onekey is as-
signedfor eachsegment. However, an improve-
ment can be doneby assigningone key for each
peer. In that case,the cachingstrategy might en-
forceeachpeerto storea speci�ednumberof seg-
mentsto easethekey management.

� Step4: Eachsupplyingpeerusesthekeysto gener-
atedigestsandsendsthemto P0 with thesegments.
Thereasonwhy thesenderssupplydigestsis two-
fold. First,P0 canverify thatthedigestarecoming
from a peerthat knows the keys. Secondandthe
most importantreasonis that thesedigestsarere-
quiredin theveri�cation processwhensomeof the
packetsarelost.

� Step 5: For veri�cation, P0 computesthe hash
function (Equation(1)) itself and matchesthe re-
sultsagainstthedigestsit receivesfrom theserver.
If thereis a match,all packets in the segmentare
veri�ed.
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Figure3: Successfulprobabilityof cheating(withoutgettingcaught)in differentnumberof segments.N is thesizeof
agroup,n is thenumberof segmentsareveri�ed outof N in probabilisticveri�cation, andr is thenumberof segments
anadversarywantsto cheatin a group. (a) Increasingnumberof segmentsto verify (n) reducessuccessfulcheating
probability. (b) X-axis is thenumberof groupsanadversarytriesto cheatr segments.Thecheatingprobabilitydrops
exponentiallyin multiple groups. (c) Successfulcheatingprobability is very low when30% or moresegmentsare
corrupted.

P0 cangeneratethosekeysby itself insteadof getting
it from the server. However, it requiresP0 to compute
two hashesto verify eachsegment.

An example: If the server dividesthe movie Matrix
of size1.3 GB into segmentsof size1 KB (to tolerate
loss),thisgenerates26MB digestassumingeachhashis
160bits long. P0 maynotwantto downloadthisamount
of databeforestartingthe streaming.However, if each
segmentcontains32 packets,Equation(1) reducesthe
volume of digestsby 32 times to 0.835 MB. To fur-
ther reducetheoverhead,theserver formsgroups,with
eachgroupcontainingN segments.For eachgroup,the
server randomlyselectsn segmentsout of the N seg-
mentsto generatedigests,andgivesthemto P0. Each
supplyingpeerdoesnot know which segmentswill be
testedby P0; andthey senddigestsof all segments.P0

veri�es thesegmentsit getsdigestsfrom theserver. Ver-
ifying 8 out of 16 segmentswill reducethe communi-
cationcostby 200%. Thus,the26 MB communication
overheadis �nally reducedto 427KB. If we further in-
creasethe segmentsizeto 128,we canlower the over-
headto 106KB.

Probabilistic veri�cation. It provides adjustable
level of security and reducescomputationoverhead.
In general, if a supplier peer wants to tamper with
r segmentsout of (N � n) segments, the probabil-

ity of successfulcheatingis Pr (cheat) = (N � r
n )

(N
n ) =

(N � r )! � (N � n )!
(N � n � r )! � N ! .

Figure 3 shows how the probability to cheatvaries
with numberof segmentsveri�ed by P0 with the per-
centageof corruptedsegmentsa maliciouspeermaytry
to send.Let N =16andn=8. If a peertamperswith one
segment,thechanceof beingdetectedthis is only 50%.
However, if a peertamperswith 4 segments,thenmore
than96%of thetimeP0 will detectthat. In otherwords,
P0 will get12goodsegments(outof every16segments)
with probability0.96.Thisprobabilitywill reach0.99if
n=9. Therefore,thelevel of securitycanbeadjustedby
tuningthevaluesof n andN .

The successfulcheatingprobability dropsexponen-
tially whena peerattemptsto cheatin multiple groups.
Eventheprobabilityis only 0.5 to detectcheatingwhen
onesegmentis corrupted,the probability of successful
cheatinggoesdown to 0.002whenonesegmentis cor-
ruptedin 10groups.Figure3(b)showsthattheprobabil-
ity of successfulcheatingis 0.0008whentwo segments
arecorruptedin six groups.Thus,thecomputation(and
sometimescommunication)overheadcanbereducedto
half, andcheatingcanbedetectedwith averyhighprob-
ability at thesametime.
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Onelimitation of theabove protocolis: if any packet
is lost, therequestingpeerwill not beableto verify the
entiresegmentcontainingthelost packet. An adversary
can intentionally drop one packet from eachsegment,
andthewholestreamingprocessis vulnerable.To deal
with packet lossesdueto an unreliabletransportproto-
col, weapplythefollowing two techniques.

Multiple Hashes (MH). Ef�cient multi-chained
stream signature (EMSS) [16] achieves robustness
against packet lossesby sendingmultiple hashesof
other packets with the current packet. We explore
the similar idea to achieve robustnessof our scheme.
In this approach,the peerssend each packet pij =
[M ij ; H i;j +1% l ; : : : ; H i;j + t %l ]; wheret de�nes the loss
threshold,andM ij is thedataof j -th packet for segment
i . Like Golle et al. [7], we caninserthashesin strategic
locationsin a segmentso that the chainof packetsare
moreresilientto burstypacket losses.

To verify thepacketsof a segmentsi , peerP0 checks
which packetsof the segmentit received andwhich of
them are lost. When a packet is lost, its hashwill be
found in otherpacketsunlesstotal packet lossof a seg-
ment exceedsthe thresholdt. P0 computeshashesof
packets received, and usesthe hashprovided by the
sendingpeerfor lost packets. Thesevaluesareplugged
in Equation(1), andif thisdigestmatchesthedigestpro-
videdby theserver, thepeeracceptsthedataotherwise
it rejectsthem.

Weprovideanexampletoclarify how tousethedigest
schemein a lossyenvironment. Let, l = 5 andt = 2.
P0 receives h(K i ; H i 1; H i 2; H i 3; H i 4; H i 5; K i ) from
the server. The sendingpeer sends[M i 1; H i 2; H i 3],
[M i 2; H i 3; H i 4], [M i 3; H i 4; H i 5], [M i 4; H i 5; H i 1],
[M i 5; H i 1; H i 2]. If �rst and secondpackets are lost,
P0 veri�es usinghashesH i 1 andH i 2 provided by the
sendingpeerwith 4th and5th packets,andcomputing
hashesfor restof thepackets.Thisexamplecantolerate
up to two packet lossesout of � ve packets. If three
packets are lost, the peerhasto reject of � ve packets
of this segmentbecauseit cannot verify the othertwo
packets.

It meanswe allow t packet lossesout of l packetsof
a segmentandwe perfectlychecksthe integrity of rest
l � t packets.Thisschemeincreasesthecommunication
overheadduringdownloadby t �j H ( :) j

jpj , wherethejH (:)j

is size of a hashfunction and jpj is size of a packet.
Usingmorepacketspersegmentsreducestheallowable
packet losskeepingthe thresholdsame. The threshold
t = 3 for segmentsize16 packetscantoleratealmost
20% packet loss. It is possibleto tune the systemby
changingthevalueof t andl.

Forward Err or Corr ection (FEC). Park et al. [13]
introducederasurecodeto encodedigestsandsignatures
insteadof datablock. We apply similar ideato encode
the digestsusingReed-Solomoncode. Ef�cient imple-
mentationof Reed-Solomoncodehasbeenreportedin
[1]. For eachsegment,thepeersencodethedigestsinto
a packets out of which b packets are suf�cient to de-
codethe digests. This schemeis robust againstbursty
packet lossesbecauseany b packetscanrecover thedi-
gestsof all a packets. However, if lessthanb packets
areavailableto thereceiver, thewholesegmentcannot
be veri�ed. If b digestsareavailable,P0 �rst decodes
thedigests,andthenveri�es theintegrity of thereceived
packetsof asegmentusingEquation(1).

We applyFECto all our protocols. In Section4, we
comparethe performanceof our protocols(with FEC)
andSAIDA.

3.2 OneTime DigestProtocol (OTDP)

To eliminate the downloadingof digestsin Step1 of
Figure 2, we proposethe One Time Digest Protocol
(OTDP).In thisprotocol,theservergeneratesthedigests
asshown in Equation(1) for asetof keys K. Theserver
distributesall digeststo differentpeersoff-line. These
arethe peerswho want to be a supplierin any stream-
ing session.A suitablecachingtechniquecanbe used
to distributethesedigests.Thekeys arenot givento the
peers.A peercannotalterany digestbecauseit doesnot
know the keys. The OTDP modi�es the basicprotocol
asfollows:

� Step1: WhenP0 requestsa media�le, it searches
theP2Pnetwork to determinethesupplyingpeers.
P0 authenticatesitself with theserver.

� Step2: Theserver providesP0 a setof keys based
on thesearchresults.

� Step3: P0 tellspeersto senddataanddigests.
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Figure4: Treestructureof 32 packets that constitute8 segments. P1, P2, andP3 aremembersof an active setat
differentpartof streamingsession.P1 is assignedto provide digeststhatarerequiredto verify �rst two segments.P2

providesnecessarydigestsfor next four digestsandP3 providesthe rest. For example,P1 sendsH1, H2, H10, and
H14 to verify �rst two segments.P2 andP3 independentlyactin asimilar fashion.

� Step4: EachpeerPi sendsbothdataanddigeststo
P0.

� Step5: P0 veri�es eachsegmentwith appropriate
keys.

In OTDP, P0 downloadsonly a setof keys which is
fairly small in volumecomparingwith thedigestsof all
segments.Theintegrity veri�cation is securedueto the
propertyof securehashfunction.Errorcorrectioncodes
areusedto protectdigestsover lossylinks. Theproba-
bilistic veri�cation canbe usedto reducecomputation
overheadof P0. The limitation of OTDP is that one
digestcan be usedonly once. When a set of keys is
revealed,thesekeys cannot be usedlater; otherwisea
peercanforgedigest.However, thecacheof mediadata
that a peerhasis reusable.Whena peerwantsto be a
provider, it collectsa freshsetof digestsfrom theserver
off-line. Theserver is requiredto have anef�cient key
managementschemeto assignkeys to differentpartsof
a movie. Whensomesegmentsareusedin streaming,
theserverwill have to invalidatethosekeys anddigests.

3.3 Tree-basedForward Digest Protocol
(TFDP)

To avoid the digestdownload in Step1 of the BOPV
protocolandto reusethesamedigestsovertime,wepro-
poseTree-basedForwardDigestprotocol.Thisprotocol
usesMerkle's tree,andis similar to Tree-chaining pro-
posedby WongandLam[21] for multicast�o ws. How-
ever, ourprotocoldoesnotsigntherootof everysubtree
belongsto eachsegment. We only computedigeststo
form the Merkle's tree. Anotherdifferenceis that our
protocol createsone tree for a media�le, insteadof a
separatetreefor eachsegment.

In TFDP, a setof digestsis downloaded�rst before
downloading the correspondingsegments. This peri-
odical downloadof digestsdistributesthe communica-
tion overheadover the whole streamingtime andover
all peersparticipatedin thestreaming.This protocolis
mostlydesignedto streamamedia�le thatis known be-
forehand.

Initially, the server generatesthe Merkle's signature
treefor a media�le. The leavesof the treearepackets
of a segment. All non-leafnodesof the treerepresent
digestsof leaves of their correspondingsubtrees.The
serverenforcesaminimumnumberof segmentsto cache
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ateachpeersothattheoverheadof sendingextradigests
is amortizedoveragroupof segments.Duringastream-
ing session,Nmin digestsaredownloadedbeforedown-
loadingthe original segments.The parameterNmin is
usedto adjustthe overheadto verify dataintegrity. A
high valueof Nmin will reducetheoverhead,however,
it will delaythestreamingsession.

Weprovideasimpli�ed examplewith 32packetsthat
are part of 8 segments. Let P1 is assignedto provide
thedigestsof �rst two segments,P2 providesdigestsof
next four, andP3 providestherestasshown in Figure4.
Fromprevioussection,weknow thatasegmentis down-
loadedfrom a setof active peersPact . P1, P2, andP3

aremembersof Pact at differentpart of the streaming
session. When P0 wants to download segmentsfrom
Pact , P1 �rst providesall digeststo computethedigest
of the root. In this case,thoseare H 1; H2, H10, and
H14. P0 computesH9 from H1 andH2, H13 from H9

andH10, andH15 from H13 andH14, andthenveri�es
with thedigestsuppliedby theserver. If thereis amatch,
thebeliefin H15 is transferredto all hashesprovidedby
P1. Later, thedatasentby theactive setPact is veri�ed
segmentby segmentusingH 1 andH2. P2 andP3 act
independentlyin asimilar fashion.

Figure4 is abinarytreeif weexcludetheleaves.Each
leaf is a packet, and the parentof the leaves represent
thedigestsof thesegmentsthatcontainthepackets.The
digestof the segmentis obtainedby taking hashof all
packetsusingEquation(1). Thesizeof asegmentneeds
to bechosencarefullyto ensurethatit doesnotintroduce
delay to collect all packetsof a segment. All the seg-
ments(internalnodes)canbe arrangedasa d-ary tree.
The height of the tree will be logd

F
l , whereF is the

sizeof themedia�le. Theextra digestsrequiredto ver-
ify eachsegmentdependson the heightof the tree. It
requires(d� 1)

l
logd

F
N min l

m
digestto verify agroupof

Nmin segments(Theorem1). The theoremalsoproves
that it requiresthelowestnumberof extra digestsin the
veri�cation processwhen the tree is binary. Figure 5
shows that numberof extra digestsrequiredto verify
a groupof Nmin segmentsis minimizedwhend = 2.
Higher valueof Nmin canreducethe requirednumber
of digests,however, it might increasesdelay to down-
loadextradigestsbeforedownloadingdata.

Theorem1 TheTFDPrequires(d � 1)
�
logd

M
N

�
extra
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Figure5: Numberof digestsrequiredto verify thesame
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digeststo verify a group of N segmentsout of total M
segmentsusinga d-ary treewith M leaves.Moreover,
thenumberof extra digestsrequiredis minimumfor d =
2.

Proof: SeeAppendix. �
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Now, we discussthe stepsof the tree-basedforward
digestprotocol.TheTFDPrunsasfollows (Figure6):

� Step1: P0 authenticatesitself to theserver.

� Step2: TheserverprovidesP0 thedigestof theroot
of theMerkle's tree.

� Step3: P0 tells eachpeerPi out of the active set
Pact to forwardthedigeststhatarerequiredto ver-
ify theNmin segmentsassignedto theactive set.
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� Step4: PeerPi provides the digestsof all leaves
of the subtreeit hasanddigestsof all other inter-
nal nodesto computethe root. Thesedigestsare
obtainedfrom theserveroff-line.

� Step5: If the computeddigestat P0 matchesthe
root digestobtainedfrom theserver, P0 will allow
Pi to sendthedata.P0 cantrustthedigestsof each
segmentof the Nmin segmentsbecausethe com-
puteddigestmatchesthedigestof theroot.

� Step6: P0 signalsthepeersthatthedigestsare�ne,
andrequeststhemto senddata.

� Step7: Thepeerssenddata,andP0 canverify ev-
erysegmentindividually.

To reducethedelayin Step4, wecantunethevalueof
Nmin . For example,if Nmin is 64segments,thenStep4
downloadsNmin +

l
log( F

N min l )
m

digests,whichis equal
to 75 digestsi.e. 1500Bytesfor our example. Down-
loadingthis digesttakesvery little time for P0. All di-
gestsaredownloadedusingTCPto ensurenoneof them
is lost. Thecommunicationoverheadis proportionalto
theheightof thetree.

An importantadvantageof TFDP is that download-
ing digestsis distributedover all peers.The TFDP re-
quiresto verify only onesignaturefor thewholemedia
�le whereasTreechainingor SAIDA requiresto verify
onesignaturefor eachsegment. This schemedoesnot
useseparatekey for eachsegmentor peer. Instead,a
uniqueidenti�er is usedfor eachmovie to computethe
digests.

4 Analysisand Comparison

In [13], the authorsshow that SAIDA performsbetter
than EMSS [16] and augmentedchaining[7] to toler-
ate bursty packet loss. We compareour three proto-
cols with SAIDA and Tree chaining [21]. We evalu-
ate the overheadof Block-OrientedProbabilisticVeri-
�cation (BOPV) with its variationsthat integratemulti-
ple hashes(MH) andFECcodes.TheOneTime Digest
Protocol(OTDP)andTree-basedForwardDigestProto-
col (TFDP)useFECto achieverobustnessagainstbursty
packet losses.

We compareboth communicationand computation
overheadamong all protocols. The communication
overheadis the extra bytes per packet P0 requiresto
downloadfrom otherpeersandtheserver to verify data
integrity. Thecomputationoverhead(at thereceiver) is
duetohashcomputation,signatureveri�cation, andFEC
decoding.Beforethecomparison,weshow theoverhead
computationfor eachprotocol.

Treechainingdoesnot requireto downloadany ref-
erencedigest from the server, however, they require
to download the public key (usually 128 bytes)of the
server to verify the signature. The receiving peerP0

downloadsl log l digestsfor eachsegment,wherel is the
sizeof a segmentin termsof packets. Eachpacket car-
riesone1024-bitsignature.Thus,for eachsegmentP0

downloads20l log l + 128l bytes.All �a vorsof BOPV
download one digestand one key from the server for
eachsegment.Thedownloadingoverheadfrom thesup-
pliers is high for multiple hashes. The OTDP down-
loadsonly keys from the server. Besidesthat BOPV
andOTDP have similar communicationoverhead.The
TFDP downloadsonly one digest(20 bytes) from the
server. However, it needs1 + 1

N min
log( M

N min
) extra di-

gestsfor eachsegment. Again, digestof eachsegment
is encodedwith FEC.We de�ne � , theoverheaddueto
FECas:

� =
total packetssentperblock

total packetsrequiredto reconstructtheblock
:

(2)

Thus,the total communicationoverheadof TFDP is
20(l � + 1 + 1

N min
log( M

N min
)) bytespersegment.Only

TreechainingandSAIDA needto verify signatures.The
SAIDA downloadsone signatureper segment, and it
usesFEC.Thus,it requires(20l + 128)� bytesof over-
headfor eachsegment.All schemesverify theintegrity
of eachsegmentbasedon thedigestcomputation.Tree
chainingandTFDPhave similar numberof digestcom-
putationbecausebothof themuseMerkle's tree.Others
have almostsamenumberof digestcomputation. Ta-
ble1 providesasummaryfor differentprotocols.

Communication Overhead Comparison. In tree
chaining,eachpacket carries20log l + 128bytesof ex-
tra information,which is signi�cantly high. TheSAIDA
reducesthe communicationoverheadby amortizinga

9



Allow Download Download # of Hash # of Hash Signat Verify sign Decode Security
packet server ! P0 P! P0 computation computation server atpeers atP0

loss (Bytes) (Bytes) at server atP0

Treechaining YES 0 20M l log l M (2 l � 1) M (2 l � 1) M M — deterministic
(1024bit) +128 M l
BOPV NO (20 + K )M v 20M M v M v — — — probabilistic
BOPV+MH YES (20 + K )M v 20M l t M v( l + 1) M v( l + 1) — — — probabilistic
BOPV+ FEC YES (20 + K )M v 20M l � M v( l + 1) M v( l + 1) — — M probabilistic
OTDP YES K Pm 20M l � M ( l + 1) M v( l + 1) — — M probabilistic
TFDP YES 20 20M l � + 20X 2M l 2M v( l + 1) — — M probabilistic
SAIDA YES 0 (20 l + 128) M � M ( l + 1) M ( l + 1) M M M deterministic

Table1: Comparisonamongdifferentschemesto authenticatea stream.M is total numberof segmentin a �le, l is
thesizeof a segmentin packets,v is theprobabilityto verify a segment,� is de�ned in Equation2, K is thesizeof a
key, Nmin is theminimumnumberof segmentapeercaches,andX = M + M

N min
log( M

N min
).
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Figure7: OverheadsamongTreechaining,BOPVwith multiplehashesandFEC,OTDP, TFDP, andSAIDA for movie
Matrix of size,F=1.3GB. Thecommunicationoverheadis shown perpacket andthecomputationoverheadis for the
entire�le. TheBOPV+FECandOTDP have samecomputationoverhead.Left �gure doesnot show Treechainingto
highlightothers.

signatureover all packets of a segment. The BOPV
with multiple hashhashigh communicationoverhead
becauseeachpacket carriesmultiple digestsof other
packets to toleratepacket loss. Our experimentsshow
thatFECrequireslessoverheadthanmultiple hashesto
toleratesamebursty losses.The OTDP hasthe lowest
communicationoverhead,which is not surprising.This
protocolusesonedigestandsomeextra decodeinfor-
mationfor eachpacket, which is minimal for theveri�-
cationprocess.TheTFDPbuildsa treeof heightlogM ,
which is larger thanthe heightof the subtreesbuilt by
Tree chaining. However, the TFDP reducesthe over-
headby combiningNmin segmentstogetherto make a

group. Then,it downloadsthenecessarydigeststo ver-
ify all segmentsof the group. This reducesthe height
of the veri�cation treefrom logM to log M

N min
. In ad-

dition, theTFDPdoesnot usesignature,which reduces
theoverheadsigni�cantly. TheSAIDA actssimilarly as
TFDP, however, onesignaturepersegmentincreasesits
overhead.

Figure 7 shows the analyticalcomparisonof differ-
ent protocolsfor the movie Matrix. Figure7(a) shows
that communicationoverheadcan be reducedsigni�-
cantly if FEC is usedto encodedigestsandsignatures.
The Tree chaininghasextremely high communication
overhead(208 B, for l=16, not shown in Figure7). In
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OTDP, eachpacket carriesonly 27B extra information.
The TFDP and BOPV (both with MH and FEC) have
moreoverheadthanOTDP, however, lessoverheadthan
theSAIDA. Theoverheadof theseprotocolsarecloseto
eachotherwhenthesegmentsizeis large.

Computation Overhead. First, we describethe
setupthat is usedto comparethecomputationoverhead
of all protocols.We useopenSSLcrypto library to cal-
culateSHA-1 hash,RSA sign, and RSA verify. The
Cauchy-basedReed-Solomoncode[1] is usedto encode
digestsin ourprotocolsandin SAIDA. Tornadocode[4]
is amoreef�cient erasurecodethanReed-Solomoncode
to encode/decodebulk sizedata.Ourgoalis to compare
two protocols,andthuscodingschemedoesnot affect
our objective. Thecomputationtime for hash,sign,ver-
ify, encode,anddecodeis obtainedusinga700MHz PC
with 256 MB RAM running Linux without any back-
groundprocess.

TheBOPVwith multiplehashesrequiresonly M (l +
1) hashcomputation.The Treechainingdoesnot have
computationoverheadfor coding, however, it requires
one signaturefor eachsegment, which increasesthe
overheadsigni�cantly. The TreechaininghasM sub-
trees,andeachtreeevaluates2l � 1 hashfunction,which
is close to the value of TFDP. The TFDP requiresto
computehighestnumberof hashfunctions2M (l + 1),
which is twice ashigh asthe computationfor SAIDA.
Amongall theschemeswecompare,only Treechaining
andSAIDA usesdigital signatures.

Figure 7(b) shows that the BOPV with multiple
hasheshasthe lowestcomputationoverhead.If FEC is
used,thecomputationoverheadincreaseswith theseg-
ment size, becausethe decoderneedsto decodemore
packets within a block. The computationoverheadin
Treechainingis reducedby cachingdigestscarriedby
previous packets. This cacheis usedto verify upcom-
ing packets of a block. The overheaddecreaseswith
thesegmentsize,however, its highcommunicationover-
headmakesthis solutionhardto deploy in P2Pstream-
ing. Both TFDP andSAIDA usescodingto copewith
packet losses.TheSAIDA hashighercomputationover-
headthanTFDPbecausetheSAIDA hasto verify signa-
turefor eachsegment.Verifying asignaturetakeslonger
time thanverifying adigest.TheTFDPhashighercom-
putationoverheadthanBOPV(bothwith MH andFEC)

and OTDP becauseTFDP sendsfew more digestsfor
every Nmin segments.We preferTFDP over thembe-
cause,unlike BOPV, TFDP reducesthe initial commu-
nicationoverheadbetweenreceiving peerandtheserver
andTFDPdoesnot have the limitation of OTDP to use
eachdigestonly once.Ontheotherhand,theBOPVand
OTDParelesscomplex in nature.

5 Simulation and Implementation

We conductsimulationsusing the ns-2 [12] simulator.
In this simulation,one peer receives streamingmedia
from � ve peersat the sametime. The inboundlink of
the requestingpeeris lossy. Like SAIDA, we useTwo-
stateMarkov lossmodelto introduceburstypacket loss
in thesharedlink. Theparametersof Markov modelis
Pr f no lossg = 0:95 andPr f lossg = 0:05. Theshared
link incurs packet loss rate of 25%. We calculatethe
fractionof veri�able packetsby

V =
1

M

MX

i =1

numberof veri�able packetsin segmenti
numberof packetsreceivedin segmenti

(3)

We compareSAIDA and OTDP in the simulation.
The TFDP usesTCP to downloaddigests,andthe rest
of theprocessis sameastheOTDP regardingthecom-
putationof V . Theoutcomeof thesimulationis shown
in Figure8. The digestsandsignaturesareencodedto
tolerate37.5%packet lossrate. We observe thatdueto
burstiness,somesegmentshave low packet veri�ability .
The reasonwhy OTDP performsbetteris that SAIDA
sendsslightly moredatathanOTDP dueto RSA signa-
turefor eachsegment.

We aredevelopingCollectCast-basedstreamingsys-
tem, calledPROMISE [8] to provide high quality me-
dia streaming.It exploits network dynamics,quality of
pathsfrom sendingpeersto the receiver, andavailabil-
ity of thepeersto make a setof peersavailablethatcan
provide desiredstreamrate. Eachof the proposedpro-
tocolscanbepluggedinto PROMISE to verify datain-
tegrity in mediastreaming.We areevaluatingour pro-
totypeby conductingexperimentsin PlanetLabtest-bed.
PlanetLabhashundredsof nodesin the USA, Europe,
andAsia. We usea Berkeley nodeasa receiver. Nodes
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Figure 8: Packets veri�cation probability at the re-
ceiver. More than 97% received packets are veri�ed
usingOTDP. TFDP alsohassimilar performance.The
TFDP andOTDP vary in getting the referencedatato
verify integrity.

from Purdue,MIT, BostonUniversity, UK, andTaiwan
areusedassendersin this setup.

Figure9 shows two PlanetLabexperiments.Bothcan
tolerateupto 20%packetlossdueto FEC.If thelossrate
is morethan20% for a certaintime, an entiresegment
of the packetsis not veri�able. Both experimentshave
similar lossrate. Exp 1 canverify almostall the pack-
etsthroughoutthe experimentandthusthe veri�cation
probability is 1.0 for mostof the time. Sometimes,the
lossgoesashigh as40%andtheprobabilitygoesdown
to 0.9. In this case,we have to throw out coupleof seg-
ments. Exp 2 experiencesfew moreglitchesthanExp
1. If the losscontinuesfor a while, the supplieron the
congestedpathis replacedwith a betterone. Thewide
areaexperimentsshowsthatwith FEC,thedataintegrity
veri�cation schemeachievesveryhighprobability.

6 Conclusion

For P2Pmediastreaming,dataintegrity veri�cation is
animportantsecurityissue.However, it receiveslessat-
tentionthanotherP2Psecurityissues.In this paper, we
proposeef�cient protocolsto verify dataintegrity during
P2Pmediastreamingsessions.Our probabilisticpacket
veri�cation protocolBOPV tunesthe securityandcor-
respondingoverhead. The proposedOne Time Digest
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Figure9: Packetsveri�cation probabilityat thereceiver
in thewideareasetup.

Protocol(OTDP)andTree-basedForwardDigestProto-
col (TFDP)havevery low communicationoverheadand
toleratehigh packet losseswith reasonablecomputation
overhead.The FEC codescansigni�cantly reducethe
communicationoverheadto toleratepacket loss. How-
ever, weshow thatit increasesthecomputationoverhead
whenmany packetsareaggregatedinto oneblock in or-
der to amortizea signatureover large block. Our sim-
ulationandimplementationresultsshow thata peercan
verify 97% of packetseven undera packet lossrateof
25%.
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Appendix

Proof: Theorem 1. Theheightof a d-ary treeT with
M leavesis logd M . Theheightof thesubtreeT1 with
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N leavesis logd N . To verify the root of T1, we need
(d � 1) digestsfrom eachinternalnodeof thetreeT �
T1. The heightof the treeT � T1 having M

N leavesis
logd

M
N . Thus,the total extra digestsrequiredto verify

N segmentsis (d � 1)
�
logd

M
N

�
.

To prove the secondpart,we show that highervalue
of d of a d-ary tree requiresmore digeststo verify
the samesetof segments. It is suf�cient to show that
d1 logd1

Y > d2 logd2
Y, for Y > 0 andd1 > d2 � 2.

p
np > 2p

2np ; for somep � 1 andn > 1

) log 2 d2

log 2 d1
> d2

d1
; let p = log2 d2 andnp = log2 d1.

As n > 1 , np > p , d1 > d2

) d1 log 2 d2

d2 log 2 d1
> 1

) d1
d2

log d 1
Y

log d 2
Y > 1; for any Y > 0

) d1 logd1
Y > d2 logd2

Y.
�
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